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1 Application layer is the top most layer in OSI and TCP/IP layered model. This layer exists in both layered Modelstbaignifearfce, of
interacting with user and user applicatiofi$is layer ifor applications which ari@volved in communicatiosystem.
1 A user may or may not directly interacts with the applicatidqmplication layer is where the actual communicaisoimitiated and reflects
Application layer takes the helptofdnsport and Hlayers below it to communicate or transfer its data to the remote host.
1 When an application layer protocol wants to communicate with its peer application layer protocol on remotehhosis ibver the data or
information to the Transport layeThe tansport layer does the rest with the help of all the layers below it.
1 The application layer is not the application itself that is doing the communichtisa service layer that provides these services:
- Simple Mail Transfer Protocol
- File transfer
- Websurfing
- Web chat
- Email clients APPLICATION LAYER
- Network data sharing
- Virtual terminals
- Various file and data operations

APPLICATION LAYER

| DATATO PRESENTATION LAYER | | DATAFROM PRESENTATION LAYER |

6.1 Web HTTP & HTTPS
HTTR On the other hand, when we use a Web Browser, which is actually using Hyper Text Transfer Prototmlr{téTad®)viththe network.
HTTP is Application Layer protocol.
The Hyper Text Transfer Protocol (HTTP) isothedation of World Wide WelHypertext isvell organized documentation systamhich uses
hyperlinks to link the pages in the text documemdI TP works on alieserver model. When a user wants to access any HTTP page on
internet, the client machine at user eimdtiates a TCP connection to server on port\8en the server accepts the client request, the client i
authorized to access web pages.
To accesthe web pages, a client normally uses web browsers, who are responsible for initiating, maintaining, and closing TGRscbtinEeti
is astatelessprotocol,whichmeans that the connection between the browser and the server is lost once the transaal®mvhich means
does not require the server to retain session information or seesit each communications partner for the duration of multiple requests.

AHTTRsanapplicationlayerprotocol

AThedefaultport if not mentionedin the request,is assume as80

AThehostnamein the requestis caseinsensitive

Aworld Wide Web Consortium(W3Q and the Internet EngineeringraskForce(IETH; both coordinatesin the standardizatiorof the HTTP

protocol
AHTTRallowsthe improvementof its requestandresponsewith the help of intermediatesin between(e.g.a gateway,a proxy,or a tunne)
ATheresourceghat canbe requestedby usingHT TRprotocol is madeavailablewith the help of a type of URI(Uniform Resourcddentifier)
calledURL(UniformResourcéd.ocator).

ATCP(TransmissioontrolProtocol)is usedto establisha connectionto the applicationlayerport 80 usedby HTTP.

AA seriesof requestandresponsen http is calledasa sessiorin HTTP

AHTTR/ersion0.9wasthe first documentedversionof HTTP

AHTTRsa statelesgrotocol (whichmeanseachand everyconnectionisindependentof eachother.)

How HTTP worls

HTTP is eequest response protoctd communicate asynchronously between client and server. Mostly in HTTP a browser acts as a client
web-sener like Apache or IIS aets serverThe server which hosts the files (likenl, audio,video filesetc.) responses to the clierDepending
on the request a response contains the status of the request.

Types of HTTP requests

GETThis request is Used get the Response header and the response Body

HEADThis request is used get backhe response header on[yot the response body as returned by the @jliest)

POSTThis request is used submit datg(e.g.: for to be used in HTML forms gtc.

PUTUsed foruploading resource

PATCHs usel to modify the resource

DELETEised fordeleting resource

To T T Do T I
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HTTP%also calledHTTP oveFLSHTTP over SSIndHTTP Secure) ispeotocolfor securecommunication over aomputer networkwhich is
widely used on thénternet HTTPS consists of communication d¢iygyertext Transfer Protoc@HTTP) within a connectioencrypted
by Transport Layer SecuritfTLS)or its predeessor, Secure Sockets Lay®he main motivation for HTTPSaushenticationof the
visitedwebsiteand piotection of theprivacyandintegrity of the exchanged data.
In its popular deployntg on the internet, HTTPS provides authentication of the website and assogitieservemwith which one is
communicating, whichrotects againsmanin-the-middle attacksAdditionally, it providésidirectionalencryptionof communicationbetween
a client and erver, which protects againgavesdroppingndtamperingwith or forging the cotents of the communicationln practice, this
provides a reasonable guarantee that one is communicating with precisely the website that one intended to communicateppitis€d to
an impostor), as well as ensuring that the contents of communicatidngée the user andite cannot be read or forged by any third party.
Historically, HTTPS connections wetienarily used for payment transactioos theWorld Wide Webe-mailand for sensitive transactions in
corporate information systems. In the late 2000s and early 2010s, HTTPS began to see widespread use for protectingnpiage on all
types of websites, securing accounts and keeping user communications, ideshtitgtabrowsingrivate.
Difference from HTTP
- HTTPS URLSs begin with "https://" and use 443 by default, whereasl TTRJIRL$egin with "http://* and useort 80 by default.
- HTTP is nancryptedand isvulnerableto manin-the-middle and eavesdropping attacks, which can let attackers gain access to website
accounts and sensitiveformation, and modify webpages to injecalwareor advertisements. HTTPS is designed to withstand such atta
and is considered secure against them (with the exception of older, depdegaisions of SSL).

6.2 File Transfer=TP, PUTTY, WinSCP
* File Transfer Protod®ITP)
FTPhelps a user teransfer text based or binary filesross the network. A user can use this protocol in effiérbased softwarike FileZilla
or CuteFTP andhé same user can use FTREammand Line mode.
Hence, irrespective of which software you use, it is the protocol which is considégaliaftion Layer used by that software. DNS is a protoc
which helps user application protocols such as HTTP to alisbritpwork.
Features of FTP
AAccess contral hosts normally use for access control on filegjn by username and password.
AFilename native filenames ouniversal filenamesFTP uses native filename.
AFile translatiorn two types of file format tocal types or universal file formatniversal typefiles to be translated from local to the universal
type on transmission and from universal to local type translation for storage.
The FTP operation supports two types of actions:
1 Gett Used todownloaddata from the FTP server.
9 Sendr Used touploaddata to the FTP server.

Internal Network

FTP Client

FTP Server FTP Client
" oo Busi T t t
Employee uploads file to be File is hosted on the FTP server tzz;;:sbp (ZCZ:;?: Stzgcf;;r:
shared with a business partner. within the corporate network. v g

folder on the file server.
For example, if you create a web page on your computer, you would use FTP to transfer your web page design to yosiectual wek

* PUTTY
APUTTYs afree and opersourceterminal emulatoyserial consoland network file transfer applicatiolt.supports severaletwork protocols
includingSCRPSSHTelnet rlogin, and aw socket connection. It can also connect sedal port
APUTTY wasriginally written foiMicrosoft Windowsbut it has beerportedto various otheoperating systemsOfficial ports are availbfor
someUnixlike platforms, with workin-progress ports t&€lassic Mac GidmacOS$and unofficial ports have been contributed to platforms
such asSsymbianWindows MobileandWindows Phone
APUTTY wasgritten and ismaintained primarily bima Tatham
Features
APUTTY supports many variations ongbeure remote terminal, and provides user control over3Beencryption key and protocol version,
alternate ciphersuch as3DESArcfour, Blowfish DESandPublickeyauthentication.
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Alt also caremulate control sequences froxterm, VT102or ECMAA48 terminal emulationand allows local, remote, or dynarpirt
forwardingwith SSH (includingl1forwarding).

AThe network communication laysupportsIPvG and the SSH protocsiipports the zlib@openssh.com delayed compression scheme. It ¢
also be used with loca¢sal port connections.

APuTTYomes bundled with commarihe SCRind SFTRlients,called "pscp” and "psftp" respectively, and plink, a comniiaedconnection
tool, used for nofinteractive sessions.

PUTTY consists of several components:

APUTTY: th@elnet rlogin(login on another host via networkgndSSkSecure Sheltjient itself which can also connect tosarial port

APSCP: aBCRSecure Copylient, i.e.commandline secure file copy

APSFTP: 8®FTESSH FTRJent, i.e general file transfer sessionsuch likeFTP

APuTTYtel: @elnetonly client

APlink: acommandline interfaceto the PuTTY back ends

APageant: a'sSH authentication agefar PuTTY, PSCP and Plink

APuTTYgerkey generation utilitye.g. anRSARivestShamigAdleman cryptosystemPSADigital Signature AlgorithpBCDS(&lliptic Curve
Digital Signature Algorithrahd EdDSfdwardscurve Digital Signature Algorithm)

Apterm: astandaloneerminal emulator

* WinSCP
WinSCRWindowsSecureCQopy) is afree and opersourceSFTPFTRWebDAVand SCRilient forMicrosoft WindowsIts main function isecure
file transfer between a local andemote computer Beyond this, WIinSCP offers béisgcmanage(or file browseris acomputer progranthat
provides auser interfacéo managedilesandfolders) andfile synchronizatiofprocess of ensuring thabmputer filesn two or more locations
are updatedused for backups or mirroripnéunctionality. For secure transfers, it uses Secure SB8Hand supports the SCP protocol in addition
to SFTP.
WinSCP is for file transfer to and from your server while PUTTY is used to interact with the server directly. Puttgrsmastcaline interface
to your server. WISCP is a file transfer application using Secure FTP.
Features:

AMicrosoft Windows base@raphicaUserInterface(GU)

ATranslated into severinguages

Alntegration with WindowsOragand-drop, URL_shortcuticong

AAIl commoroperationswith files

ASupportfor SFTRind SCRrotocols over SSHand SSH2, FTRprotocol, WebDA\protocol andS3protocol[9]

ABatchfile scripting commandline interfaceand .NE Twrapper

ADirectory synchronizaticin several semi or fully automatic ways

Alntegratedtext editor

ASupportfor SSH password, keyboanderactive public keyandKerberogGSS) authentication

Alntegrates withPagean(PuT TYauthentication agent) for full support pfiblic keyauthentication with SSH

AcChoice ofVindows Exploretike orNorton Commandeglike interfaces

AOptionallystores sessiomformation

AOptionallyimport sessiorinformation from PuTTY sessions in thasteg

AAble toupload files and retain associated original date/timestamps, unlike FTP clients

6.3 Electronié/ail: SMTP, POP3, IMAP Internet
* SMTP: The Simple Mail Transfer Protocol (SMEP)sed totransfer smTP g T 1
electronic mail from one user to another T
AMail UserAgent (MUA): is anapplication (e.g., Outlook Expres _ s
Thunderbird) that runs on a user's compu¥ail user agents are usec S — 2 de - S _
to compose and send messages, as well as to display and mg PEaE s ToIRE s petvery Agent
messages in a user's mailbox. Mail Transfer Agent (WTA) Mail Transfer Agent (MTA) (MDA)
AMail transfer agents (MTApre ugd topass emails between differen ﬁﬁ; l I SMTP ] l POP/ IMAP
mail serversWhen a mail user agent passes a message to a S ,
transfer agent, the latter passes the message to another tran ! ) 9
agent (or possibly many other transfer agents). Transfer agents 5 _/“\, \;J
responsible for propdy routing messages to the destination. Mail User Agent (MUA) Mail User Agent (MUA)

AMail delivery agents (MDAJre used toplace messages into a locéen
user's mailboXWhen the message arrives at its destination, the final transfer agent gives the message to the appropriate deliverg age
the latter delivers the message to the user's mailbox.
* IMAP: IMAP (Internet Message Access Protocdd a standard protocol faccessing -enail from your local servelMAP is a client/server
protocol in which email is received and held for you by ytternet server. As this requires only a small data transfer this works well even ¢
a slow connection such as a modebmly if you request to read a specific email message will it be downloaded from the server. You ca
create and manipulate foldems mailboxes on the server, delete messages etc
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IMAP it keeps copy of the emails on serveitaswhstantlysyncironizes with email client likes emails all folder and sub folders.
IMAP service:
AIMAP is designed for the situation where you negork with your email from multiple computegsich as your workstation at work, your
desktop computer at home, or a laptop computer while traveling.
AMessages are displayed on your local computer but are kept and stored on serveaijou can work with allour mail, old and new,
from any computer connected to the internet.
AYou can create subfolders on the mail server to organize the mail you want to keep. However, these subfolders, asontdirds itsork
against your total email quota of 1GB.
IMAP Workow:
AcConnect to server
AFetch user requested content and cache it locally, e.g. list of new mail, message summaries, or content of explicitynsailscte
AProcess user edits, e.g. marking email as read, deleting email etc.
ADisconnect

* POP. ThePOP (Pst Office Protocolprotocolprovides a simple, standardized way for users to access mailboxes and download retteages
computers. When using the POP protocol all yemnad messages will be downloaded from the mail server to your local coriipatadvantage
is that once youmessages are downloaded and read your emails at your leisure without suffering further communication costs even intno i
connection.

POP keeps emails on the client pc and it sync only inbox with server. POP watiarfastapP.

POP service:

APOP was designed for, and works best in, the situation whengsgoenly a single desktop computer.

ANormally, messages adewnloaded to your desktop computer and then deleted from the mail server.

Alf you choose to work with yo@®OP mail on more than one machine, you may have trouble with email messages getting downloaded
one machine that you need to work with on another machine; for example, you may need a message at work that was dowydamded t
machine at home.

Alf you clwose the POP option "keep mail on server", your POP "inbox" can grow large and unwieldy, and email operations can becorr
inefficient and timeconsuming.

AYour archive of mail, if you have one, is kept on your desktop compuatergenerally need little stage space on the mail server.

POP Workflow:

AcConnect to server

ARetrieve all mail

Astore locally as new mail

ADelete mail from server*

ADisconnect

6.4DNS Domain Name System

¢KS FANBRG (GKAYy3I G2 dzy RSNRAGEF YR | 0 2 dhi(dedpkeSevetytfiitigRANSitBusiasts el yauK Thit isiviy v
have DNS servers. DNS servers translate plain English website names into machine reafthiblséR. Once the website names are translate
into IP addresses they can then be returned todbs@ SNJ 0 NP g a SN ¢KS dzaSNRa oNRgaASNI GKSy d
receive the content.

A The Domain Name System (DNS) worksliemt Server modelt uses UDProtocol for transport layer communication. DNS usesarchical
domainbased naming schem@&he DNS server is configured with Fully Qualified Domain Na@e§l @nd email addressesapped with
their respective Internet Protoc@P)addresses.

A A DNS server is requested with FQDN and it responds back with the IP addresbwithgh®©NS uses UDP port 53.

A The domain name system (DNS)ps internedomain nameso the internet protocol IP) network addresses they represent and enables
websites to use names, rather than difficidtrememberlP addresses

A Domain names givesople a moresaser wayto access content or services than IP addresses

Example

When you type in a web address, evgyw.hcoe.edu.np your Internet Service Provider views the DNS associated with the domain nal

translates it into a machine friendly IP addregs192.185.35.1yand directs your Internet connection to the correct website.

Types of DNS Domain Names

i. Rootdomaily ! &Ay3IfS LISNA2ZR 600 2NJ | edémplmifosogar8d | § (KS SyR 27

i. TopleveldomaM.camé = KA OK AYRAOFGSa F yIFIYS NBIAAGSNBR (2 F o6dzaAyS

ii. Second level domaihmicrosoft.con® ¢ = & K A O Klevél domairknd8meae§ifieted ® Microsoft by the Internet DNS domain nan
registrar.

iv. Subdomailf exdample>Y A ON2 42 F (i ®02Y® ¢35 GKAOK Aad | FAOGAGA2dzA &dzoR2YL A

v. Host or resource namemediaP SE I YL SP®PYA ONR & 2 T i @O madieor AgaK SINKSS (5KbS{  gikicbiiputef ohYo$

the network.
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Root Domain

Top-level Domains

Second-level domains

Fig.DNS Domain Name Hierarchy
How does DNS work?
When you visit a domain suchd.comyour computer follows a series of steps to turn the huneadable web address into a machine
readable IP address. This happens etiane you use a domain name, whether you are viewing websites, sending email or listening to Int
radio stations lik€andora

What |sthe IP address what |z the IP address
of www kyz.com? of W xyz.com?

E—?""- Y — —
ﬁl Recurslve guery | i
'-_r..

A m oo it e

Z08.174.175.203 Ask .com server

Cllent N3 e SErver Root mame
1. Rcrhous sddnao

SErver
I l What |z the IF address

of www . xyz.com?

T

il i~

r 208.174.175.203°
! Authorltative

Server

WA Y. OO 1
¥ for .com TLD

Step 1: Request information

The process begins when yask your computer to resg a hostnamgesuch as visitinigttp:// xyzcom The first place your computer looks is its
localDNS cachewhich stores information that your computer has recentlyieged.

LF @2dz2NJ O2YLJzi SNJ R2Say Qi | f NEBIDNSquenofndoui KS | yagSNE Ad ySSRa
Step 2: Ask the recursive DNS sergelfdame server

LT GKS AYyF2NXNIFGA2Y A& y20G add2NBR fréclrsiie DNSErvers Phas spechlizeddnmButkrs [patiSrm
the legwork of a DNS query on your beh@Hcursive servers have their own caglsesthe process usually ends here and the information
returned to the user.

Step 3: Ask the root nameservers

If the recursivét SNIISNB R2y Qi KI @S rootramdsefvarsABamBsenie GmputiprdndtdBversi d0&stions about domain
names, such as IP addressbsey can direct our query to someone that knows where to find it.

The root nameservers will look agtfirst part of our requesteading from right to left www.dyncomt and direct our query to th&éop-Level
Domain (TLD) nameservéos.com These serve@ 2 y Qi K| @S  iv&riged byt theyan Ireferiud directly to the servers dadtave
the information.

Step4: Ask the authoritative DNS servers

The TLD nameservers review the next part of our requestwwxyzcomt and direct our query to the nameservers responsible fo
this specificdomain. Theseauthoritative nameserverare responsible for knowing all the information about a specific domain, which are sto
in DNS recordsThereare many types of records, which each contain a different kind of information. In thiplexave want to know thé&>
address fomwww.xyzcom so we ask the authoritative nameserver for ftlress Record (A)

Step5: Retrieve the record

Therecursive server retrieves the A recordXgzcomfrom the authoritative nameservers and stores theard in its local cach#.anyone else
requests the host record fatyn.com the recursive servers will already have the answer and will not need to go through the lookup process
All records have time-to-livevalue, which is like an expiratioatd. After a while, the recursive server will need to ask for a new copy of |
NBO2NR (2 YIS adzaNB GKS-ohdft@ 2NXI A2y R2SayQi 0S02YS 2dzi

Step 7: Receive the answer

Armed with the answer, recursigerver returns the A record back to your compudur computer stores the record in its cache, reads the |
address from the record, then passes this information to your browser. The browser then opens a connection to the watisesaves the
website.
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6.5 P2P Applications

P2P Architecture N —N

- All nodes are both clients anserver:provide and consume data andy node can initiate connection

- No centralizediata source / \
P2P is nothing but juBteer to Peer networkind\s we have ServeClient Model and Peer to Peer networ bd
in the same way these P2Ppéipations work. You need a P2P program that will be installed on 3 &
computer it creates a community of P2P application users amddtes a virtual networketween these \ /
users. For the user it will look as it is in a Peer to Peer network and heafilsk from his local compute . =

and download files shared by other users. It is senylar to our Instant Messaging like Yahoo, AOL or G
where even though to whom we are taking to are afifeerent network but a virtual network is create:
where itlooks we are on a same netwaiid we can share files and chat. The P2P application has beer ,
much in demand from last couple of yed$22P application is mainly used for sharing Music, Movies, Games
and other files.

ExamplesBitTorrent & a ¢ I N@fdup ad ¢omputers downloading and uploading the same torrent) transfer data between each other witl
the need for a central serve©nce connected, a BitTorrent client downloads bits of the files in the torrent in small pieces, downloading «
datait can get. Once the BitTorrent client has some data, it can then begin to upload that data to other BitTorrent cliersannth In this
glex SPSNEB2yS R24yf2FRAY3I | (G2NNByd Aa |faz dz) 2| IRI0OY® pabpeSarea
R2gyf2FRAY3I GKS alyYS FAES: AdG R2SayQi Lizi | f2d 27 ndviddiSaciher?2:
downloaders, ensuring the torrent stays fast.

Fig.P2P Architecture

6.6 Socket Programming
A network socket is agsented as thendpoint of an inteprocess communicaticifow across a computer network. Today, most communicatio
systems carried out between computers is based on the Internet Protocols. So, nowadays most network sockets that wietrsst acekes.
Asocket addrespossessethe combination between the IP address and a port nuimineich like one of the ends of a telephone connection ha
the combination between a phone number and a particular extension in a telephone sBstsed on this addreshe internet sockets used for
communicatiordelivers incoming data packets of information to the appropriate application process ends or the wWhiehdselp to establish
the better communication between the components of the system.
Steps that occurs vem establishing connection using sockets between two computers:
AThe server instantiatesServerSocketbject, which represents the port no denoting which specific communication to occur on.
AThe server invokes thaccepf) method of theServerSocketlass This method waits for a client until it connects to the server on the give
port.
AAfter the server is waiting, a client instantiateS8ogkebbject, specifying which server name and the port number to connect to.
AThe specified server and the specifictpmmber is used to connect the client by the constructor of the socket class. If communicatic
successfully established then the connected cli@ssessethe Socket object capable of communicating with the server.
Aln the server side, thaccept() method returns a reference to a new socket on the server that is connected to the client's socket.

Primitive Meaning Telephone Dial Analogue
SOCKET Create a new communication end point end point for communication
BIND Attach a local address to a socket As$gn a unique telephone number
LISTEN Announce willingness to accept connections: give queue ¢ Wait for caller

ACCEPT Block the caller until a connection attempt arrives Dial a number

CONNECT  Actively attempt to establish a connection Receive a call

SEND Send some data over the connection Talk or Message exchange
RECEIVE Receive some data from the connection

CLOSE Release the connection Hang up

There are two differentypes of sockets:

1. TCPgtrean) Socket (connectiooriented):uses TCP; telnet,lssHTTP...

2. UDPDatagram Socket (connectiotess):uses UDP; audio/video streaming
TCRStream Sockets
It is a connection Oriented Sockets used in TCP. The stream socketrmgageveral clients concurrently, by creating a child process for e:
clientwhich helps to establish a TCP connection between the child process and the client. But those unique dedicated sockietd trdeee
created for each connection when it is essenfiachsocket is identified by both the local and remote IP address@mapit needs to establish
the connection.
server=>socket(), bind()listen(), accept()recv(), send()
client =>socket(),connect(),send(), recv()
UDP(Datagram) Sockets
Datagram Sockets are connectionless sockets used in UDPdHehag procesis created for multiple clientSingle Socket serves all the clients
The socket is identified by local port no. and IP address.
server=>socket(), bind(), recvfrom(), sendto()
client =>socket(), sendto(), recvfrom()

IOE Bacheloof Computer Engineering [ 6 ] jeewan.rai@hotmail.com



Chapter & Application LaydbHrs) BCT IV/I Compiled By : Er. Jeewan Rai

TCP Server

socket()

UDP Server
'
listen() socket()
'
TCP Client accept()
bind()
| socket() | blocks until UDP Client
connection
from client
socket()
| COnn@ TCP connection establishment ——————— recvirom()

l
blocks until datagram
sendtof) received from the client

data (request) \’|

writD——— data (request)

do somethin g
g do something

write()
data (reply)

read()
J— sendto()
’ recvirom() data (reply)
Fig: TCP(Stream) Sockets Fig: Datagram Sockets

6.7 Application server conceptBroxy caching, Web/Mail/DNS server optimization
Terminology
1 Origin Servek It represents the original source of an object
1 Proxy Serverlt supplies the object instead of origin server
Some servers (caches) are dematitven which acts as both:
 Server-rNBalLlR2yRAy3 (G2 OftASyidiQa NBljdsSaia
91 Client-forwarding requests that it cannot respond to towards the origin server.

Proxy caching allows a server to act amsrmediarybetween a user and a provider of web content. When a user accesses a website, pro»
interpret and respond to requests @ehalf of the original server

/Proxy Cache Server Internet Web Server

Client
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Fig Cache Server
For much of the modern vize requests sent to a web service are handled by an intermediate server. This intermediptexyg server
processes requests to determine how they should be handled. Proxy servers allow enterprises to structure and safegatxtkeivhile
trangarently providing additional features to users.
Proxy caching is a feature of proxy servers that stores content on the proxy server itself, allowing web servicesdsesheseuttes to more
users. The proxy server coordinates with the source sesveadhe documents such as files, images and web pages.
Caching Principle
In caching principle, fast resources are scarce e.g. storage close to clients (low propagation delay & fast linksyltas@ate commonly
used objects in fast resource, othebjects can remain in slower resources. After determining which objects are commonly accessed
02YYZ2y 1 00Saasa INB 2FGSy O2NNBfFGSRT FyR INB &FAR (2 SEKAOA
ATemporal Locality:Information accessed at one time is likely todmessed agaim near upcoming future.
A Spatial Locality: Information accessed at one point is likely todmessed also by nearby points.

HOW PROXY CACHING WQERKS

t NPEASE OGO & | 3IrdSste 0S06SSy GKS dza Sesburcgs RVhénkh® usarattaiis3o ascEsh:
resource, the proxy checks to see if it has a recent copy of the resource on hand. If so, the resource is immediatelyadtiveser. If not,
the resource is retrieved from the source and simultaneoushched to the proxy and delivered to the user.
Stepby-step K SNBE Q& K2g LINRPE& OF OKAYy3I 62N a

AA user opens a webpage containing static content such as media, JavaScript or CSS.

At KS dzaSNNa oNRSASNI I dzi2aYFGAOLHtte O2yySOGa G2 | LINEE &nt i 8aNddsS N
locations around the world.

ATre browser requests resources from the proxy server. The proxy server checks to see if it not only has the resoureerasatifce is
recent. If the resource is old or missing, the proxy fetches a new copy from the source.

AThe proxy delivers the reswe to the browser. If the proxy had to fetch a new copy, it caches the copy for future
hyOS | LINRPE& NBFTNBaKSa | NBaz2dNDSz AlG NBaSia K SoftEkiThamstuie
will be delivered sis until a certain time passes, at which point the proxy server wifieek the source.

EXAMPLE OF PROXY CACHING

CDNs like MaxCDN perform proxy caching on a massive scale. When a user accesses a static website hosted by MaxCpidyicieatent
dNBOGt& FTNBY alE/5bQa aASNWSNB AyaidSFER 2F GKS 2NA3IA Y lohtensisSréquirddS N
2N 6KSy alE/5bQa O2Lk Aa 2dziRIFIGSR®

Proxy caching allows enterprises to quickly and easily manage their wekBitssperform redime analytics on data, maintain copies of cache
content across the globe, and can keep a website up and runnirgn ewhen the source server goes offline.
Main Uses of proxy server:

ACachingWhen a user accesses a web page, that page is temporarily stored in the proxy cache. Then, when a subsequent usertheque
same web page which is stored in the proxy cdlebg access the copy in the proxy cache, rather than having the web page sent again
the originating server. It improves performance and frees up Internet bandwidth for other tasks.

AFiltering:Allows to block specific sites

AMaintainPrivacy: Can hidectual IP address of Client from the outside world

BENEFITS OF PROXY CACHING
Proxy caching makes it easier for enterprises to manage their web services and deliver content to their customers.

U Users enjoy a faster, more reliable experience by retrievaggtfiat are already cached.

U Enterprises see higher customer satisfaction since proxies allow content to be delivered to customers faster.

U Enterprises also see lower administration costs since infrastructure can be outsourced to third parties such as

Send request to origin server (reducing delay, and link use).
- Send full response from origin server (reducing link use)
- Directly benefits endiser.
- Caching benefits the service providers by making their service more popular.
- Reduced traffic
- Reduces load ometwork links
-wSRdzOS&a t2FR 2y ASNBSNY Soad aFtlaK ONRoRaE NBRAZOGAZY
- Mask unavailability of origin server: e.g. when working offline, or during faults
- Filter Requests
- Security schemes

- Logging

* Web Serveroptimizationis avital part of web development amdaintenancebut also something often overlooked by webmasters. Just think
the money you can save, and how it can potentially help increase your readership and traffic when they are properly done.

If you have not done any optimization to your websiteb{og) so far or merely curious how it can help speed up your site, please take a loc
GKAE fA&0 2F 2LINAYATFOAZ2Y GALIA 6SQ@S Lizi (23S0KSNW®
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2 S5Q@S AL Al (GKAy3a dzLJ Ay (2 orespeStivd\geiveisifie optifidaiickadsgsioptimizatidn\whiliinciBded We |
components like CSS, Javascript, images, etglaiform> ¢ K SNB ¢ S/@dPtesgpttnRatiin 2 y
Server side optimization
1 Choose a decent Web Host
Your web hosting account has no direct relationship with the optimizations you are about to perform but we figured dweogihgweb
hosting account so important we decided to bring it to your attention first. Hosting account is the foundation of you8 webgit2 3 ¢ K
security, accessibility (cPanel, FTP, SSH), server stability, prices and customer supports alitptayrates. You need to make sure you are ir
good hands.
Recommended readingtow to Choose a Web HdstwikiHowis a great article that gives you steps and tips you should know before purcha
any web hosting account.
1 Host Assets Separately
When we mention assets, we meant web componentdriagesandstatic scriptsi K I i R 2 y Q (i -sitpipczisiNg Thass iNdddeslan
web graphics, images, Javascripts, Cascading Style Sheets@8S)Jee aGiAy 3 aaSia aSLI NI GSte Aa yz
terms of server stability with this implementation when the blog was having a traffic spike.
Recommended readiniylaximizing Parallel Downloads in the Carpool Lane.
1 Compression with GZip
In short, contents travel from server side to client side (vicet versa) whenever a HTTP request is make. Compressngftireseading greatly
reduce the timeneeded to process each request.
GZipis one of the best ways to do this and it various according to the type of servers you are using. ForApsteimeie3 usesmod_zip Apache
2.xusesmod_deflateandherea K 2 ¢ eNgjidx HBre ardhstmekeyilly good articles to get you familiar with server side compressions
Speed up a web site by enabling Apache file compression
Compress Web Output Using mod_gzip and Apache
How To Optimize Your Site With GZIP Compression
Serverside compression for ASP
T Minimize Redirects
2So0YFAGSNER R2 ! w[ NBRANBOU 06KSGKSNI AlGQa W @ & ONR Liifrond addola sage to
new, or merely guide users to the correct page. Each redirect create an additional HTTP requ&strandd-rip-time). The more redirection
you have, the slower user will get to the destination page.
Recommended readingvoid Redirectey Google Code gives you a good overview on the matter. The al$izleecommends some practical
ways to minimize redirection to increase serving speed.
1 Reduce DNS Lookups
According torahoo! Developer Network Blagtakes about 2020 milliseconds for DNS (Domain Name System) to resolve IP address for a
hostnameor domain name and the browser cannot do anything until the process is properly completed.
Author Steve Soudemggested that splitting these components across at least two but no more than four hostnames reduces DNS lookt
allow high degree paralldownloadsRead moren the article.
The assets Optimization : CSS, JavaScript, Images
Merge Multiple Javascripts into One
Compress Javascript & CSS
There are also soe web services that allow you to manually compress your Javascripts and CSS files online. Here are few we come to k
1 compressor.ebien@lavascriptCSp
1 javasdptcompressor.confJavascript
1 jscompress.corJavascript
1 CleanCSES}H
1 CSS Optimiz¢€Sy
1 Customize Header Expiry/Caching
Byusing a customized Expiry header, your web components like images, static files, CSS, Javascript skipped unnecessasy WMiarPtheq
same user reload the page for the second tiheeduces the bandwidth needed and definetely help in serving the faater.
1 Offload The Assets
By offloading, we mean separating the Javascripts, images, CSS and static files from main server where the website is lzagtddesmapl
FYy20KSNJ aSNIBSNJ 2NJ NBfeé 2y 20§KSNJ S ere iat®hgidahp SHoarling aSset@td otieSwiely serdides
available, leaving the server to mainly do the PHP processing. Here are some suggestioessefdogs for ofbading:
1 ImagesFlicky SmugmugPaid hostings*
JavascriptsGoogle Ajax Librargoogle App Engin®aid hostings*
Web Formns: WuFoq FormStack
RSSGoogle Feedburner
Survey and PollSurveyMonkeyPollDaddy
1 Handling Web Images
Images are important part of your website. However if they are not properly optimize, they can become a burden andleiyumptiedictably
large amount of bandwidths on daily basis. Here are diesepractices to optimize your images
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http://www.hongkiat.com/blog/ultimate-guide-to-web-optimization-tips-best-practices/
http://www.wikihow.com/Choose-a-Web-Host
http://yuiblog.com/blog/2007/04/11/performance-research-part-4/
http://betterexplained.com/articles/how-to-optimize-your-site-with-gzip-compression/
http://sourceforge.net/projects/mod-gzip/
http://httpd.apache.org/docs/2.0/mod/mod_deflate.html
http://forum.slicehost.com/comments.php?DiscussionID=1861
http://nadeausoftware.com/node/33
http://www.sitepoint.com/article/web-output-mod_gzip-apache/
http://betterexplained.com/articles/how-to-optimize-your-site-with-gzip-compression/
http://www.planet-source-code.com/vb/scripts/ShowCode.asp?lngWId=4&txtCodeId=6182
http://searchnetworking.techtarget.com/sDefinition/0,,sid7_gci1250602,00.html
http://code.google.com/speed/page-speed/docs/rtt.html#AvoidRedirects
http://developer.yahoo.net/blog/archives/2007/07/high_performanc_7.html
http://compressor.ebiene.de/
http://javascriptcompressor.com/
http://jscompress.com/
http://www.cleancss.com/
http://www.cssoptimiser.com/
http://www.hongkiat.com/blog/ultimate-guide-to-web-optimization-tips-best-practices/
http://www.flickr.com/
http://www.smugmug.com/
http://code.google.com/apis/ajaxlibs/
http://code.google.com/appengine/
http://wufoo.com/
http://www.formstack.com/
http://feedburner.google.com/
http://www.surveymonkey.com/
http://polldaddy.com/
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1 Optimize PNG Imagdealks at Smashing Magaziresdribes some clever techniques that may help you optimize youmkad@s.

1 Optimizing for Welg Things you need to know (the formatearn moreabout Jpeg, GIF, PNG and how you should save your images
web.

T 52y Qi { OAvia® pracvde BsBring theidth andheightF 2 NJ S+ OK AYI 3S&ad !t a2 R2y Qi aol
a smaller version on the welBor exampleDo not foce scale a 200x200 px image to 50x50 px for your website by alteriwigthe
andheight Get a 50x50 px instead.

Optimizing with Web Servicesand TdolsD2 2 R ySga AaxX @&2dz R2y Qi ySSR (2 6S I t K2ib2:
services and tools to help you do the job.

Handling CSS

Modern websites uses CSS as the foundation of the style, as well as the look and feel. Not only CSS gives greatfiertdpiityit is also lesser
in terms of codes needed. However, if theg badly coded, it could be a backfire. Here are some checklists, or rather guides to you make
your CSS are properly optimized:

T YSSLMAyYy3 , 2dzNJ 9 twBhOSFspringdew torkedp ourindrkup dlearwith CSS Selectors.

T KeepCSSshétkKSy GKS& 3IAPS GKS alyYS adetSs (KSCSSgherhand gulidd dz6 d i §
need.

1 CSS Sprite technique reduce HTTP request each time a page is load by combining several (or all) images togethemage fiangle
YR O2y (NRf A bBatkgrouBedositiddatiribuieA Hefé aré §ofhe useful guides and techniques tae@8S Sprites:

o Creating easy and useful CSS Sprites
0 Online CSS Sprite Generator
0 Best Online And Offline CSS Sprites Generator

1 Using every declaration just ondéhen looking to optimize your CS8sfj one of the most powerful measures you can employ is to u
every declaration just once.

1 Reduce amountof CSSfite& S NBI a2y A& aAYLI Sz (GKS Y2NB / {{ FTAf{Sa e&2dz ¥
is being requested. For exarapinstead of having multiple CSS files like the following:
I<linkrel="stylesheettype="text/css'href="main.css/>
2<linkrel="stylesheettype="text/css'href="body.css/>
3<linkrel="stylesheettype="text/css'href="footer.css’>

1 You carcombine them into the one single CSS:
1<linkrel="stylesheettype="text/css'href="layout.css/>

* Mail Server Optimization

*How we went from 2 000 000 to 200 000 daily SMTP connections overnight

If you are running a huge pile of email servers, likelayeyou deal with a lot of SPAM messages on a daily basis. In whichgoakspeed,
but this article is not about the way you find, flag, and prevent SPAM. It is about its impact on the computational resaiicalyy wasted
by the servers for procemg messages that afterwards ended up in the junk folder. Turns out, you can effectively find a way to reclaim
O2YLJzi F dA2y It LIR6SNI YR dzaS Ad F2NJ oSGGSNI LIdzN1LI2 4 Sa & curdyGegtcolldr
surely shed some light on some simple server opétitins that can help you use your resources much more efficiently.

*Measuring SPAM in terms of server resources

aims to be a general and flexible mailer with extensive facilities for checkingngoemail.

*Asking the right questions

We started working on the problem by breaking it down to several simple questions:

- Can we stop SMTP connections known to be associated with previous SPAM attempts from happening entirely?

- How we can do that at the firpossible sign and save most of the steps associated with the connection handling overhead?

- What system resources we will be able to save if we manage to achieve that?

- How we can do all of the above lightenfagt without wasting more resources than weresactually going to save?

*A reliable way to identify IPs associated with SPAM messages

If you pass certain knowto-be-SPAMmailmessage via SPAM assassin, dSPAM or similar solutions and this message is known to be Sk
have two types of classifiéahs. Lowto-medium probability of SPAM and screamingly high probability of SPAM.

For the purpose of our system we started to flag message/IP pairs where messages were identified only with high pfoSatilty \We
used SPAMAssassin with a combinatiboustom EXIM ACLs we built over time that were 99.9% accurate to identify suphdhighility-of-
SPAM messages. With EXIM we also started to flag message/IP pairs where IPs were known to deliver good messages lomwsuc
probability of SPAM.

*EXIMreadsocket a fast and easy method for communication between the MTA and the rest of the world

While looking at the EXIM documentation, we discovérgd string expansion. For us it was one of the stpmrdy features
provided by the MTA that allowed us to report to the external processor what is actually happening inside the MTA dprocg#<iig. Any
EXIM vaable that can be used inside the ACLs can be reported to an external program. Awesome, right?

*Building the stats collector

We decided to create a simple daemon that listens on unix domain socket. It accepts data on that socket andsaseglé sbastics about

IP addresses and whether they are delivering SPAM or -8BANhail messages.
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*Blocking bad with ipselow overhead and cloge-zero maintenance costs

If you have been working in the network world enough and managing a lot of systems,@dater you notice that having 10k iptables rules

in your firewall is not something you really want. At least most of the time. | suppose that other people had the samegndbhat's how

Ipset was born.

*Expanding the logic of the blochkespiratbn

Having different ipset lists with different expiration times allowed us to do some more stuff.

If we add an IP object to a list with expiration 1 hour that particular IP address will be unable to connect to the S¢¢TiBrsehour. When

it is removel from the list it will be able to reonnect to the SMTP server again.

However if the very same IP continues to attempt to deliver mail messages mainly flagged as SPAM it is then addeddk kssetithl

expiration 2 hours. The third time, the exgtion period is increased to 4 hours, the fourth to 8 hours and so on. The more SPAM you ¢

GKS f2y3SN) GKS o0f 201 3ISiad GCHoyrblock stEdirécly. G+ NISR F RRAY3a aol Ré

* DNS Optimization

DNS odomain name systefis the way the internet makes sense of website names and connects users to the correct web server. The

takes for DNS queries to be sent, resolved and received has a hugedmpize speed of a website or application.

DNS also plays its part in failoaed load balancinddNS failoveallows DNS queries to be-reuted among a set of servers, in the event of ¢

server failureDNS load balancirggchitectures distribute traffic over multiple servers.

Optimizing DNS queries filie quickestesponse times, high availability and failover is essential to ensuring a great end user experience.

Why DNS Optimization matters?

The average internet connection speed in the United States has more than doubled in the past fivckgemis "State of the Internet"

sitereports that speeds increased from 4,163 kpbs to 8,675 kbps between 2008 and 2013 (Q2 data).

Web app users appreciate the diffecen a faster connection means faster apps.

1 Faster ISFOne way to upgrade your connection speed is to call to your internet service pmowvider competitor. In most cities, if you pay
a bit more, you can get a faster connection. This may be less ddagibtal areas.

1 Faster network hardwaréiew network hardware also may provide faster performance. Adpigéd router and firewall are essential, as are
client systems (and devices) that support Higindwidth connections.

1 Faster DNS/ou might get amternet performance boost by changing one setting: the Domain Name Server, or DNS, address. Fc
technical folks, think of the DNS as a séb search service: every time you request a website, your DNS provider translates your re
into numbers ad routes your computer to the requested site's servers.

When you change the DNS setting on your router (or device), you change where your router "looks up” servers on thiesinteM®ti{anslates

"www.techrepublic.cothinto numerical server addresses). It doesn't change the bandwidth of your connection. Instead, your router

requests to a faster DNS server, which means you spend less time waiting for a DNS server to resperdagbdvait feels like increased

speed.

Small businesses or home users typically use the default DNS server of their internet service provider, but other Dbl&rproftitefaster.

DNS matters because it takes time for DNS queries to travel across thekntetwa DNS resolver and back again. The time required transla

into load times for websites and applications.

Therefore, optimizing DNS queriesfimster response time is essential to ensuring a fast browsing experiailmaving are some tips to eme

that your DNS infrastructure is optimized for blazing fast response times.

I Timeto live (TTL)

TTL is theime that you allow the IP address to be cachELL presents a catch 22 situation. Setting low TTLs can lead topgdieenance

because theclient has to go up to the resolver or the authoritative domain to get thelither TTLs side step this issue but create differel

problems. Longer TTLs can lead to situations where a server goes down and is no longer available but since the tResachgdes to the
server that is down.

Setting TTLs iscampromisebetween having faster DNS resolving and aiming for maximum availability.

1 Anycast DNS

Another way of optimizing DNS server performance is t@mgeast Anycast allows multiple geographically distributed DNS nameservers

advertise the same IP address. DNS queries can then be served by any one of a number of anycasted DNS servers. Bhisdposmese biNes

and in turn improveperformance.

1 DNS Load Balancing

Anycast DNS can also be used for DNS load balancing. Popular websites that get hundreds of thousands of hits evegydisuiibuseidhe

load over many DNS servers. This ensures that no one server has too mucloteatinae.

9 DNS failover

Anycast can also be used for DNS failovalolMvs automatic and predictable switching between servers, in the event of failures. If a server

down, DNS queries can benauted to redundant servers without any disruption. Dalta (i KahycastDaNSrchitecture reduces failover times

to less than 10 seconds and ensures that sessions are not lost.
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6.8Concept of traffi@analyser:MRTG, PRTG, SNMP, Packet Tracer, Wireshark

Monitoring...
F d2AR&a LISNF2NXIyOS o020GGtSySO1a IyR oNBI{1R24Y
ASNIWAOS LINBI OGA@BS
A

— ax

W
w RStAOSNE o6SGGSNI ljdza tAGE 2F &
w NBRdzOSa O2aia odze 2yfteée oKIIQ a ySSRSR
w AYONBIasSa O2YLIye LINRPFTAGA o0& YAYAYATAy3a R2gyGAYS
w LR p@ace of mind: No notifications mean that everything is running fine
Basic tasks that fall under this category are:
A Configuration Managemenkeeping track alevice settings and how they function
A Fault ManagemenDealing with problems and emergersiie the network (outer stops routing, server loses powetc.)
A Performance Managemeritiow smoothly is the network runnida@an ihandlethe workload it currenthyhas?

A Security ManagemergtHardware and Network security in networking

* Simple Network Maagement Protocol (SNMP)
SNMP is a tool (protocol) thallows for remote and local management of items on the netinoliading servers, workstations, routers, switches
and other managed devices.
SNMPis aninternet-standard protocofor collecting and organizing information about managed devicdéBrgtworks and for moflying that
information to change device behavi®@evices that typically support SNMP include routers, switches, servers, workstations, printers, m
racks and more.
SNMP is widely usedrietwork managemernfor network monitoring SNMP exposes management data in the form of variables on the mana
systems organized inmanagement information basehichdescribe the system status and configuratibnese variables can then be remotely
queried (and, in some circumstances nipalated) by managing applications.
Basic commandsr Operationof SNMP
The simplicity in information exchange has made the SNMP as widely accepted protocol. The main reason being concisaaedsfvere
are they listed below:
- GETThe GET operatias arequest sent by the manager to the managed deMicis performed to retrieve one or more values from the
managed device.
- GET NEXThis operation is similar to the GET. The significant difference is that the GET NEXT mgigeatgsthe valuef the next OID
in the MIEManagement Information Baskierarchical order of all managed objects and how they are ac¢éssed
- GET BULRhe GETBULK operation is used to retrieve voluminous data from large MIB table.
- SETThis operation igsed by thenanagers to modify or assign the value of the Managed device
- TRAPSJnlike the above commands which are initiated from the SNMP Manager, TRAPS are initiated by the Agents. It iha SijihdPto
Manager(process running on a management workstatiort teguests information about devices on the netwdri.Jjhe Agent on the
occurrence of an event.
- INFORMThis command is similar to the TRAP initiated by the Agent, additionally INFORM aocifideation from the SNMP manager
on receiving the message.
- RESPONSEis the command used tarry back the value(s) or signal of actidinected by the SNMP Manager.

For moreSNMP detawisit : https://www.manageengine.com/netwemkonitoring/whatis-snmp.html

* Multi Router Traffic Grapher (MRTi&gtool to monitor the traffic load on network linkMRTG generates HTML pages containing PNG ima

which provide a LIVE visual representation of this traffic.

w CNBS Y2yAld2NRy3a (22f (GKIFIG aK2¢a 3INILIKa&a Ay 6So LI
¢ Optimized fortraffic monitoring but can baused to nonitor other parameter® S®3 d> [/t ! dzaS:
¢ Graphs areipdated periodically and web page reloaded

w hodGlFAya RIFGF FNPYcYie@NMPIMASge & dzaAy 3 {bat

MRTG consists ofRerl scriptwhich uses SNMP to read the traffic carstof your routers and a fast C program whiacs the traffic data and

creates beautiful graphs representing the traffic on the monitored network connet@ti@se graphs are embedded into webpages which can

viewed from any modern Weltrowser.

In addiion to a detailed daily view, MRTG also creat&sal representations of the traffic seduring the last seven days, the last five weeks an

the last twelve months. This is possible because MRTG&émpsf all the data it has pulled from the rout#mis log is automatically consolidated

so that it does not grow over time, but still contains all the relevant data for all the traffic seen over the last twbhye#&sall performed in an
efficient mannerTherefore you can monitor 200 or more nebrk links from any halfway decent UNIX box.

MRTG is not limited to monitoring traffic, though. It is possible to monitor any SNMP variable you choose. You canreggtetuss program

to gather the data which should be monitored via MRTG. PeopleiateMRTG, tanonitor things such as System Load, Login Sessions, Mod

availability and moreMRTG even allows you to accumulate two or more data sources into a single graph.
- MRTG works on most UNIX platforms and Windows NT
- MRTG is written in Perl and cosneith full source.
- MRTG Uses a highly portable SNMP implementation written entirely in Perl (thanks to Simon Leinen). There is no néethyo ir
external SNMP package.
- MRTG can read the new SNMPv2c 64bit counters. No more counter wrapping.
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- Router inerfaces can be identified by IP address, description and ethernet address in addition to the normal interface number.

- MRTG's logfiles do NOT grow thanks to the use of a unique data consolidation algorithm.

- MRTG comes with a set of configuration tools whiake configuration and setup very simple.
Features:

- It measures two values (I for Input, O for Output) per target.

- It gets its data via an SNMP agent, or through the output of a command line.

- It typically collects data every five minutes (it can be corddjto collect data less frequently).

- It creates an HTML page that features four graphs (GIF or PNG images).

- ltresults are plotted vs time into day, week, month and year graphs.

- It automatically scales theaxis of the graphs to show the most detail.

- Itadds calculated Max, Average and Current values for both | and O to the target's HTML page.

- It can also send warning emails if targets have values above a certain threshold.

o - = - ol - & hitp: fjwenw.stat.ee.el| *| ' mrtg ¥ [ 100% | =/

Traffic Analysis for Tel/l -- rou-rz-gw.ethz.ch

System rou-rz-gw. ethz chin

hfamntainer:

Descriphon TenGigabitEthernet1/1 rou-fw-rz-ten-13/4
fTvpe: ethernetCsmacd (6)

if1Tame: Tel/

Max Speed: 42950 hbitsis

The statstics were last updated Thorsday, 7 April 2005 at 11:00,
at which fime ‘row-rz-gw.ethz.ch' had been up for 93 days, 20:10:22.

Daily' Graph (3 Minuate Average)
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* PRIG (Paessler Raer Traffic Graphér renamedPRTG Network Monitérom version 7 irR008,is a server upime and utilisationpnetwork
monitoringandbandwidth usageoftware pakage for server infrastructure from Paessler AG. It can monitor and classify bandwidth usag
network usingSNMPpacket sniffingand Netflow. It services Microsoft Windows and Linux. It was derived frorogée-sourceMulti Router
Traffic Graphe(MRTG) project. A version with a limited number of sensakaitable free of charge
PRTG...

A Best priceperformanceratio

A Easy to install and use therefore easy to sell

A Ay Ot dzRSAYy & @t R RRSI GdzZNBE& FTNRBY GKS 323 y2 KARRSY O2adao
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Distributed monitoring, high availability failover cluster included
220+ prebuilt sensors, everything is covered.

Fastest database optimized for monitoring data; no-S€Jer needed
Powerful customizable dashboards, alerts and 1 year reporting
Web Interface, Enterprise Console

iPhone app, android, mobile interface and SMSsfertfree.
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A network Analyzer is used for

> > >

fWiresharkh & G KS

Troubleshooting problems on the network

Analysinghe performance of a network to discover bottlenecks
Network intrusion detection

Analysinghe operations of applications

g2 NI WiQelydZASRBYSa o 2NYRLINR(G202¢
level and is the de facto (and often de jure) standard across many commercial gordfitenterprises, government agencies, and educationg
institutions. Wireshark development thrives thanks to the volunteer contributions of networking experts around the globe and

continuation of a project started by Gerald CombE388.
Wiresharkhas a rich feature set which includes the following:

- Deep inspetion of hundreds of protocols, with more being added all the time

- Live capture and offline analysis

- Standard thregpane packet browser

- Multi-platform: Runs on Windows, Linux, macOS, Solaris, FreeBSD, NetBSD, and many others

- Captured network data can bedwsed via a GUI, or via the Tmyde TShark utility
- The most powerful display filters in the industry

- Rich VolIP analysis

- Read/write many different capture file formats: tcpdump (libpcap), Pcap NG, Catapult DCT2000, Cisco Secure IDS igtagetMiaroso
Monitor, Network General Sniffer® (compressed and uncompressed), Sniffer® Pro, and NetXray®, Network Instruments (
NetScreen snoop, Novell LANalyzer, RADCOM WAN/LAN Analyzer, Shomiti/Finisar Surveyor, Tektronix K12xx, Visual Netw

UpTime WildPackets EtherPeek/TokenPeek/AiroPeek, and many others
- Capture files compressed with gzip can be decompressed on the fly

- Live data can be read from Ethernet, IEEE 802.11, PPP/HDLC, ATM, Bluetooth, USB, Token Ring, Frame Relay, FDBpethgthe!

on your platform)

Fyrtel SN L

t Sida

- Decryption support for many protocols, including IPsec, ISAKMP, Kerberos, SNMPv3, SSL/TLS, WEP, and WPA/WPA2
- Coloring rules can be applied to the packet list for quick, intuitive analysis
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Output can be exported to XML, PostScript®, 6Splain text

APackefTracels traffic simulation toolsare similar toNiresharkin the sense that you can click on a PDU (in this case, an envelope) and lo
the bytes in the message as Iva$ the decoded meaning of the message at the different layers of the stack, but that's really as far «
similarities go.

PackefTraceris not only not a real network, but it's not a virtualized network either, at least not in the same sense as somethitgglike
(which can run real Cisco |IO$ aneate reapackes, even those leaving a physical network c&agkefTraceris limited to its own sandbox
and exists solely for training purposes, wheMé@gsharkhas a greater scop#Viresharkcan lok at "real"packes from actual networks,
both from a network card directly or saved/distributed in a standardiaeetcapture file format. In shortWiresharks scope extends to
the real world and the real network administration workforce, wherPaskefTraceris a classroom training tool.

Cisco Packet Tracer is a powerful network simulation program that allows students to experiment with network behavidr anid sk
guestions. As an integral part of the Networking Academy compséle learning experiencé&acket Tracer provides simulation,
visualization, authoring, assessment, and collaboration capabilities and facilitates the teaching and learning of congbbepy teencepts.
Packet Tracer supplements physical equipment irtldmsroom by allowing students to create a network with an almost unlimited numi
of devices, encouraging practice, discovery, and troubleshodtirggsimulatiorbased learning environment helps students develop 21
century skills such as decision makicreative and critical thinking, and problem solviPacket Tracer complements the Networking
Academy curricula, allowing instructors to easily teach and demonstrate complex technical concepts and networking sgstems des

The Packet Tracer softwaeavailable free of charge ONLY to Networking Academy instructors, students, alumni, and administrato
are registered Academy Connection users.
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