Chapter 1 : Introduction to Computer Networks (5 hours) BCT IV/I Compiled By : Er. Jeewan Rai

1.1 Uses of Computer Network

1.2 Networking modelclient/server, p2p, active network

1.3 Protocols and Standards

1.4 OSI model and TCP/IP model

1.5 Comparison of OSI and TCP/IP model

1.6 Example network: The Internet, X.25, Frame Relay, Ethernet, @dIRN MPLS, xDSL.

A computer network isan interconnection of various computerto share software,hardware, resources and data through a

communication medium between them.

Any Computer Networking communicatioeed a sender, a receiver and a communicatioedium protocols andoperating systento
establish networking and transfer signal or Data from sender to the receiver.

A networks modeldescribes thedrganization of various computens a network for usingesources.

Networks provide thebenefits of exchanging information or Data, sharimgsources, reducing system costs, increased reliability and

flexible working environment

Chronology of significant computer-network developments

late 1950s early networks of computers included theS. military radar system

In1960 the commerciahirline reservation system went onlimgth two connected mainframes.

1965 Western Electrimtroduced the firstvidely usedelephone switctthat implemented true computer control.

' 1969 the first four nodes of thARPANEWere connected usingO0 kbit/s circuits

' In 1972 commecial services using.25were deployed

' 1973 Robert Metcalfenvrote a formal memo aXerox PAR@escribingethernet

' 1995 the transmission speed capacity for Ethernet increased Tfokfibit/s to 100Mbit/s

1998 Ethernet supprted transmission speeds ofzgabit Subsequently, higher speeds of up to GMit/s were added (as @016

Computer Network Model
A computer networks communication can be based arentralized, distributed or collaborativeomputing. Centralizedcomptting
involves many workstations or terminals, connected to one central mainframanother

powerful computer.Distributedcomputinginterconnects one or more personal computers ar Mainframe

allows various services like Data sharing, hardware sheesaurcesshating or network sharing. Computer/ Server
Thecollaborativecomputingis the combination of centralized and distributed computing.

1. Centralized computing.

e 1t is al s-servdtcomputing.as cl i ent

e In this type of system, mu | Itmiaipfranee camputep. u t

e The server or mainframe computer has hy ™9
e The computers that are connected to the

« These mtaahrested doreach other; they are onlgrmected to server.

2. Distributed computing
e« | f one computer can forcibly start, St ‘_'

A system with one control unit and many slaves, or a large computer with remote printers node 2
terminals is not c&d a computer network, it is calledistributed System

. Di stributed computing means that the t ¢ Fig. Centralized Computing
e Distributed ¢ o mparmdrepgrsonahconeputersoonWwoekstdtians. o n ¢

3. Collaborative computing /ybrid computing
. |t is the combination of centralized ar

1

IHHHHH

4

e In coll aborative computing, the nodes |
are dependent on some other computers for processing some specific request.

Gomputer Network Classification

The local area network communication can be constructed by using server based model o
to peer model. In peer to peer networks, the individual clients share data and resources b
one computer is treated as server.

LAN: Local area network is the small network that cover a small area of Network. node 2
MAN: Metropolitan area networks are created by combining various local area networks.
WAN: Wide area networks are the biggest networks that provide connectivity acrosgdhe.

node 1 node 3

Fig. Distributed Computing
Computer Network topology
The physical arrangement of computers in a communication network is called as topology.
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Sar topology. every system on the network is connected to a central controller called Hub and all the data is transmitted thiigsugh th
Star topology is very easy to install and configure.

Bustopology: a single cable acts as a backbone of the communication network and all the nodes or computers are attached to it by us
T connectors.

RingTopology Failure of one comygter disturbsthe whole network.

MeshTopology : some of the systems are connected in the same fashion as mesh topology but some devices are only connected to
or three devices.

Fully Connected Network TopologyAll devices or nodes are connected to each other.

Internat

- Star Network
Fully Connected Network Topology

Topology

o i i e

Topology
‘é! ld! é!
Common Bus !!—

Topology Ring Network
Topology

1.1 Uses of Computer Networks

The computer networks are playing an important role in providing services to large organizations as well as to the icdivichaa
man.
e Many organizations have a | arge numb e rwithinfthe samenlpuildingg caspus, city o
or different cities.Even though the computers are located in different location=
the organizationgantrack of inventories, monitor productivity, do the orderint ;
and billing etc. v
e« The comput er |to¢he avgamizations i the follovdang fvays:

1. Resourcand Informationsharing e.g. printer, softwardile, videcetc.

2. Data ProtectionFor providing high reliability.

3. Cost effective

4.Communication and Collaboration:lt can provide a powerful

communication medium.

5. SecuritySystem

6. ECommerce

7. Mobile Users

1. Resourcand Informationsharing

« |t resdulcas(w.g. printers, filesy same devicesharingto anyone on L —

the network irrespective of the physical locatwfrthe resource ad the user. = St

«+ Show in Fig (a) and (b) which L — w—— |
information being shared. % & e Fo.

*Information sharing is the exchange of dddetween various organizations - = Seaadsbest

people, and technologies. Different information and data can beeshbke the ’ T

file, videos, etc. —  processng |

2. Data Protection:High reliability dueo alternative sources of data
e |t provides hiajdinativeesburcashof datior g.g. Ally
files could bereplicatedon more than one machines, dbone of ttem is
unavailable due to hardware failure or any other reason, the other copies can be used.
e The aspect of impogdmt far militarya ankingd, wiytrafiic scontwle muglear reactor safatyd many other
applications where continuousperationsare a must even if there are hardware or software failures.

3. Cost effectivie
« Comput er anentpavtant flkkanesiagasge®r organizations because it saves money.
e Or gani z asepamtepersona computsome per user instead of using mainfram@mputer which are expensive.
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* The or gandethaworkgraous modébeer to peer)in which all the PCs are networked together and each one can have
the access to the other for communicating or sharing purpose.

* The or gani zeuriiy mmts opérdtionit can gwia fertthelomain modelin which there is aesver and clients. All the
clients can communicate and access data through the server. The whole arrangement is aaikrt aerver model.

Chent Machine Server Machme
Request I o
§ / \ > /

S ' " | g Server
Process / \ ] SR
Reply

- NetworkChent-
Server-
ModelCEent-
Client Server Model Server-Model

4. Communication mediumCommunication and Collaboration
e A comput er npotvasa colmmumicabrvmedivenamorg widely separated employees.
e Using network it i s avhosase separated bywapgraphical hocatioes teewaonlk bnaayepaset,sdpcument or
R and D simultaneously i.e. dime.
Networksfor People:
e St ar t i rhgcomputerhé&v@iksbegar to start delivering services to the private individuals at home.
e The computer networks offer the following services to an
1. Access to remote information
2. Person to person communication
3. Interactive entetainment.
1. Remote AccessAccess to remote informatierccess to remote information involvegeraction- between a person and a
remote databaseAccess to remote information comes in many forms like:
(i) Homeshopping payingtelephone, electricitybills, e-banking, on line shammarket etc.
(i) Newspapeiis. Online and is personalized, digital library consisting of books, magazines, scientific journals etc.
(i) World wide welwhich contains information. about the arts, business, cooking, govenynhealth, history, hobbies,
recreation, science, sports etc.
2. Person to person communicatiofferson to person communication includes:
(i) Electroniemail (e-mail)
(ii) Real time email i.e.video conferencin@llows remote users to communicate with delay by seeing and hearing each other.
Videoconferencing is being used for remote school, getting medical opinion from distant specialists etc.
(iif) Worldwide newsgroup which one person posts a message and all other subscribers to the newsgrotgadanor give
their feedbacks.
3. Interactive entertainment:interactive entertainment includes:
(i) Multiuserreaktime simulation games.
(i) Video on demand
(iii) Participation ifive TVprogramslikes quiz, contest, discussions etc.
In short, theability to merge information, communication and entertainment will surely give rise to a massive new industry basec
on computer networking.
What is Reatime TV program and Live Tpogram?
5. Security
(i) Surveillance System
(ii) Security alarm system
(iii) Location tracker system
(iv) SMS system
(v) Realtime Geographical Information System
6. Ecommerce: Computer Network is also used ircBmmerce where users can pay bills, transfer cash, buy good, etc using the
computer.
7. Mobile Users:.- Computer Netwrk is used in the mobile device like telephone, Smartphone, tablets, etc for communication, the
internet, file sharing, etc.
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1.2 Network Model: organization of various computers in a network for usiegpurces.
*Client Server

Clientor Hostor servicerequester: Theindividual workstation®r pcin the network are called as clients which request for services.
Serveror service providersThecentral computeror stable/static hostwvhich is more powerful than the clients and which allows the
clients toaccess its software and database is called asémeer.

The clienti server modelis a distributed applicatiorstructurebut centralized systerthat partitons tasks or workloads between the
providers of a resource or service, calledrvers and service requesters, calletients Often clients and servers communicate over
acomputer networlon separate hardware, but both client and server may reside in the same system.

A servelhostruns one or more server programs which shareithesources with clients. A client does not share any of its resources, but
requests a server's content or service function. Clients therefore initi~*~
communication sessions with servers which await incoming requé&st@amples of

computer applications thause the cliergserver model ar&mail network printing D
network antivirusand theWorld Wide Web a— N\

*P2P: Peerto-peer (P2 computing or networking is distributed application Internet
architecturethat partitions tasks orworkloadsbetween peersor nodes Peers are Clients : L
equally privilegedequipotent participantdn the application. They are said to form /

peerto-peer network of nodesPeers make a portion of their resources, such l:__li /'/
processing power, disk storage or network bandwidth, directly available to o

network participants, withat the need for central coordination by servers or stat o s

hosts. Peers are both suppliers and consumers of resoyriéescontrast to the : o '
traditional client-servermodel in whichthe consumption andupply of resources is ~= = * ) : ] o
divided. T e j —
A peerto-peer (P2P) network is created whéwo or more PCs or devices ar Clicst Server Mode] btiverd
connected and share their resources without communicatiitlhh a separate server

computer. In peer to peer networking architeice, each computer (workstation) has Peer-to-Peer model
equivalent capabilities and responsibilitie€ach PC acts as an independe :“, [—) —
workstation that stores data on its own hard drive but which can share it with all ot 5=

PCs on the networkComputers connecting with eacther in a workgroup can share - 4 b

>
files, printers, and internet access. - e e

Server

*Active Network or SDN(Software Defined Network)Active networksis highly W T Aa ol
programmable networkgA programmablenetwork is one in which thestatus/ s AT of
behavior of network devices arftbw controt is the management of data flow - - .
between computers or devices or between nodes in a network so that tacaa be

handled at an efficiergtep ishandled bysoftware, that operates independently from

network hardware.) that perform computations on the user data that is passing through them.

V Anactive networkis anetworkin which the nodes are programmed to perform custom operatio
on the messages that pass through the node. For example, a node could be progtamnm
customized to handle packets on an individual user basis or to handle multicast packets diffe
than other packets

V Active networking allows the possibility of highly tailored and rapid “tiga¢" changes to the
underlying network operation.

V Active networking places computation within packets traveling through the netwddftware
defined networkingdecouples the system that makes decisiaf®ut where traffic is sent (the
control plane) from the underlying systems that forward traffic to the selected destination (
data plane).

We distinguish twomethodsto active networks,discrete and integrateddepending on whether
programs and data arcarried discretelyi.e., within separate messages, or in an integrated fashio
Active networks allow an individual user, or groups of users, to inject customized programs ini
nodes of the network.
Contains both your data, and the prograthe printer runs to print your data
Packet == data + code

Two Models of Active Networks (ANS)
Active networks are active in two ways
AProgrammable switches: discrete ANs
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i Separation of program loading and execut®Bmy. program loading only by network operator
i Packet is demultiplexed to the right program
I Programs (P) Injectddto Active Nodes Separateisom Passive Data (D)

AcCapsules: integrated ANs
i Every packet is a program, and carries its ¢geehaps in a restricted programming language
T Programs Integratecthto Every Packet Alongith Passive Data

Programmable networking has several benefits over traditional networking:
Reduced longerm costs.

Ability for applicationgo maintain information about device capabilities.

Ability for networksto respond to apptation status and resource requirements.
Better allocation obandwidthand resources

Packet prioritizatiorfor traffic shaping

Improved operationaflexibility and enhancettansparency

Support foremerging privacy and securitgchnologies.

=A =4 =4 -8 4 -8 9

Evaluation of A&tive Networks
ActiveNetwork can be at leas - 2
as secured as the legdc == Traditional Packet i
outdated network. Data and

algorithm in  an active ﬁ
network are mutable anc g

|Headc« Data

fluid. It enables more flexible Adaptive l

network. It has faster sy eogd @

hardware. Devices becom Control y '
network-aware. It  also AT VSN ETIV O K

enables faster developmen R \

 — o 1
) +

of new service. _!’ 3 ) (Feader [ Data |

Custom Code Injected
By Applications/devices & Reduces Protocol Deployment

Makes Network Intelligent Time From Years to Months

1.3Layers, Protocols, Interfacesnd Standards

The word protocol comes from the Greek wardtocollon meaning a leaf of paper glued to a manuscript volume that describes the
contents.Protocols are the formal description of a setwdés and agreements that governor controls anaiinate a particular aspect
of how devices on a network can communicdtedefines the format, timing, sequencing, and error control mechanisms in data

communication. Standard is guidelines that are ¥adld when anew design is to be introduceahd actions taken anessagé&ansmission,
receipt

e.g.human protocols: a human protocol and a computer network protocol:
x “what’s the time?”
x “1 have a question” ﬁ___@__-ﬁ,_ﬁ
x  introductions H___—— &
S p enesbageeat = Gottha _
speci fi c a ornessagmeseivedaokother everitse n e

network protocols:
x  machines rather than humans
x all communication activity in Internet governed by protocols
Protocols control wajn which data communicated, which include the following:
How thephysical networlis built
How computergonnectto the network
How the data isormattedfor transmission
How the data isentover the network
How to deal witterrors

= =4 -8 -8 -

Standards A common set of rules
Standards Organizatiarstandards creation Communities
*|EEKInstitute of Electrical and Electronics EngingeliiSEE standards affect a wide range of industries including: power and energy,
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biomedical and health care, Information Technology (IT), telecommunications, transportation, nanotechnology, informatiamncassu
and many more.
* ANSI(American National &hdards Institute) five engineering societies:

1 American Institute of Electrical Engineers (AIEE, now IEEE)

1 American Society of Mechanical Engineers (ASME)

1 American Society of Civil Engineers (ASCE)

1 American Institute of Mining Engineers (AIME, now Anagrimstitute of Mining, Metallurgical, and Petroleum Engineers)

1 American Society for Testing and Materials (now ASTM International)
*|TU(International Telecommunications Unieformerly CCITT)Thelnternational Telecommunication Uniois thespecialize
agency of the United Nations which is responsible for information and communication techndl&jigkrU coordinates the shared
global use of the radio spectrum, promotes international cooperatioasisigning satellite orbits, works to improve telegounication
infrastructure in the developing world and establishes worldwide standards.
*1SO(International Organization for Standard$Q : is an international standardetting body composed of representatives from
various national standards organizats The organizatiortirculatesworldwide proprietary industrial and commercial standards.
*EIA (Electronic Industries Associatian]he Electronic Industries Allianc€EIA, until 1997lectronic Industries Associatjowas a
standards and trade organitan composed as annion of trade associations for electronics manufacturers in the United States
*ETSI(European Telecommunications Standards Instituléje European Telecommunications Standards Institu(ETS)I is an
independent, norprofit, standardiationorganization in the telecommunications industry (equipment makers and network operators)
in Europe with worldwide projection. ETSI has been successful in standardizing the Low Power Radio, Short Range Device, GSN
phone system and the TETRAfpssional mobile radio system.
*W3C- World Wide Web ConsortiunW3C also engagés education and outreach, develops software and serves as an open forum
discussiorabout theWeh.

Host 1 Host 2

InterfacesThe first computer networks were designed with th@rdware as the main |
concern and the software as an afterthougfihis strategy no longer workisetwork Dol R o
softwareis now highly structured. o

| Loyeré a—meemmmm e = Layer4
- To reduce their desig complexity, most networks are organized as a series| | oy i
. Layer 3M mlottace
hierarchy oflayers or levels. P77 PR oo ks MRS OIS
- The number of layers, the name of each layer, the contents of each layer, anc —— f‘—% =
. i ayer 2/3 mierfaco
function of each layer differ from network to network. ——L{ Layer 2 pratocol —t—
i i i i | Loyer 2 e e cm c o= » Laynr 2
- Layern on one machine comunicates with layem on another machine on the O o T
) . ayer mterface
network using an some rules known as the laypratocol.A protocolis an agreement , Layer 1 protocel ——
. . . . . . | Layert = - Layer1
between the communicating parties on how the communication is to proceed. — ——
- Theentities comprising the corresponding lags on two communicating machine! 1 — !

| Physical medium

over the network are calledeers.

- Everydata and controlinformation is passeffom topto the belowlayer. Additional
information includingprotocol control informatiommay be appended by each layer to data as itéfa¥romhigher to lower layerin the
form of layer headers

Below layer 1 is thphysical mediunthrough which actual communication occur over communication channels.

- Between each pair of adjacenbgether layers there isn interface. The interfacedefines whichprimitive operations and services
the lower layer offers to the upper lay€efhe set of layers and associatgebtocolsis calledhetwork architecture.

Protocol

- Speciabet of rules that end points in a telecommunication connection use whey communicate.
- Specifyinteractions between the communicating entities.
-  Example:
o Transmission Control Protocdl@R, which uses a set of rules to exchange messages with other Internet points at the
information packet level
o Internet ProtocolIP), which uses a set of rules to send and receive messages at the Internet address level
o Additional protocols that include the Hypertext Transfer Protocol (HTTPlrgendransfer ProtocdFTP, each with defined
sets of rules to use with corresponding programs elsewhere on the Internet
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1.4 Reference Models in Communication Network®SIReferencéodel and TCP/IReferencéodel
layers:each layer implements a service
9 viaits own internalayer actions
1 relying on services provided by layer below -

ISCOSI Mode A=

There are many users who use computer network and are loca tickal (purchasa) ticke! {complain) heket

all over the world. To ensure national and worldwide dat baggage {check) baggags (claim baggage
communication ISO  [nternational  Organizaibn  of gates (load) gates {unlcad) gate
Standardization.)developed this modl. This is called a model fo rway (takeol oy () skactianding
Open Systemnterconnection (OSland is normally called &3Sl arpana touing | [atplane rouing | [avpiane ruting | | aiane rouing NS

model OSI modearchitecture consists afeven layerslt defines
nmediale ar-raflc amval

H H H cepanure
seven layers or levels incamplete communication system. P coriesl sonllos i
Feature of OSI Model :

1. Big pit?ture of communication over networkiisderstandable Fig. Layering of airline functionality
through this OSI model.
2. We seehow hardware and software wotilogether.
3. We can understandew technologiess they are developed.
4. Troubleshootings easier by separate networks.
5. Can be used toompare basic functional relationshipa different networks.
Protocd Data Unit (PDU) :
in telecommunicationsinformation that is delivered as a unit among peattities of anetwork and that may contain control
information, such aaddressnformation, oruser data also known as service data uni(SDU).
fin a layered systm, aunit of datawhich is specified in protocol of a given layer and which consistgoobtocolcontrol
information and possiblyuserdata of that layer. For examplBridge PDW@r iSCSPDU
Protocol Control InformationPCI).
1 Intelecommunication Thequeries and replies amormpmmunication&quipmentto determine the respective capabilities of each
end of the communicatioglink.
9 For layered systemsnformation exchanged between entities of a given lay@a the service provideoly the next lower layer, to
coordinate their jointoperation

DATA ENCAPSULATIORRCAPSULATION IN T MODEL

Decapsulationis the process of opening upncapsulated data that are usually sent in the form of packets over a
communication network. It can be literally defined as the process of opening a capsule, which, in this case, ref
to encapsulatedor wrappedup data.

Sender Receiver
Message Applimtivn o
Preaenistien
Seesien
Tra ngpert

oo
i

Phygise|

Transmission Media e.g. Cable, Devices
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Layer
5 :‘M OO .. ... S
i M Y Lmmrdproiocel o s
Layer 3
s [l w] i o
Layer 2
protocol
2[Hy[Ha[Ha[ My [Ta| - [Hy[Hy[ My [Ty} ------ ~{Ha[Ha[He| My [To | [H [Hs| M, [T
1
Source machine Destination machine

Header and Trailer
- Like a web pagedader is theupper portion of page and trailer is lower portion of page after main body.
- Indata communication, header is the upper part of packet and trailer is lower part of packet which cardesrite
and destination addresses, synchronization psimformation for error detection, etc.
- Iscontrol data added at the beginning and the end of each data unit at each layer of the sender and removed at tl
corresponding layers of the receiver

Perspective on the OSI Architecture

The annotation along theight-side suggests viewing the seven layers in three parts. The lower three layers contain the logic for
computer to interact with a network. The host is attached physically to the network, uses a data link protocol to reliaivlyréoate

with the network, and uses a network protocol to request data exchange with another device on the network and to request networ
services. Continuing from this perspective, the transport layer provides a reliabkoesrttl service regardless of the intervening
networkf aci | i tvy; in effect, it is the user’s |liaison to ,arbe ¢
involved in the exchange of data between end users, making use of a transport service for reliable data transfer.

Another paspective is suggested by the annotation to the left. The lower two layers deal with the link between the host and thé&networ
The next three layers are all involved in transferring data from one host to another: The network layer makes use of thricatiom
network facilities to transfer data from one host to another; the transport layer assures that the transfer is reliabllee medsion layer
manages the flow of data over the logical connection. Finally, the upper two layers are oriented toethe’'us concer ns
considerations of the application to be performed and any formatting issues.

N Application
User-oriented /I\
\1/ Presentation Users of
transport service
Session
End-to-end Transport
Connection-oriented
Network /I\
Data Link Network
Point-to-point Service
link-oriented Physical \1/
\ 4

Fig. Perspective on the OSI Architecture.
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OSISeven Layers :
1.PHYSICAL LAYER
The physical layethe lowest layer of the OSI model, is concerned with tl
transmission and reception of the stuctured raw bit stream over a
physical medium e.g CableéEthernet, Fibre It describes the
electrical/optical, mechanical, and functional interfaces to the physi
medium, and carries the signals for all of the higher layers. It provides:
- Data encodingmodifies the simpleligital signal pattern (1s and Os
used by the PQo better accommodate the characteristics of thi
physical medium, and taid in bit and frame synchronizatiorit
determines:
- What signal state represents a binary 1
- How the receivingtation knows when a "bitime" starts
- How the receiving statiodefinesa frame
- Physical medium attachmenaccommodating various possibilities il

the medium:

- Will an external transceiver (MAUbe used to connect to the
medium?

- Howmany pinsdo the conneabrs have and what isach pin used
for?

- Transmission techniqualetermines whether the encoded bits will be
transmitted by baseband (digital) or broadband (anakighaling.
- Physical medium transmissiptransmitsbits as electrical or optical
signalsappropriate for the physical medium, and determines:
- What physical medium options can be used
- How many volts/db should be used to represent a given signal st
using a given physical medium
Example- The data is finally transferred onto the network mediatnthe
Physicalayer, in the form of raw bits. Signaling and encoding mechanis
are defined at this layer, as is the hardware that forms tf
physical connection between the client and the web server

2.DATA LINK LAYER

The data link layer providdsamingand error-free transfer of data frames
from one node to another over the physical layer, allowing layers abov
to assumevirtually error-free transmission over the linkoperations
package and unpacthe data in framesTo do this, the data link layer
provides:

- Link establishment and terminatiorestablishes and terminates the
logical linkbetween two nodes.

- Frame traffic contraltells the transmitting node téback-off" when no
frame buffers are available.

- Frame sequencingransmits/receivegramessequentially.

- Frame acknowledgmentprovides/expects frame acknowledgments
Detects and recovers from errothat occur in the physical layer by
retransmitting nonracknowledged frames and handling duplical
frame receipt.

- Frame delimitingcreates and reagnizes framéoundaries

- Frame error checkingheckseceived frames for integrity.
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OSI modeProtocol Suits
7. Application layer
NNTRSIR SSIDNSFTRGopher HTTRNFSNTR
SMPRPSMTRSNMR Telnet DHCPNetconf
6. Presentation layer
MIME, XDR
5. Session layer
Named pipeNetBIOSSARPPTPRTRSOCKSPDY
4. Transport layer
TCRUDR SCTPDCCPSPX
3. Network layer
IP, IPv4 IPv6 ICMR IPsecIGMR IPX AppleTalk
X.25PLP
2. Data link layer
ATM ARRISIS SDLCHDLC CSLIPSLIPGFRPLIRIEEE
802.2 LLCMACG L2TRIEEE 802,Frame RelayTUT
G.hn DLIPPRX.25LAPBQ.921 LAP[.922 LAPF
1. Physical layer
EIA/TIA232 EIA/TIA449 ITUT \fSeries!.430 1.431,
PCH, SONET/SDIPONOTN DSL.IEEE 802,3EEE
802.11 IEEE 802.1%EEE 802.16EEE 1394TUT G.hn
PHYUSBBIluetooth RS232, RS449,

- Media access managemerdetermines when the nodenas the right'to use the physicahedium
Example- Data cannot be sent directly to a logical address. As packetsl tirm network to network, IP addresses are translated to

hardware addressesyhich are a function of the Datiaink layer. The packets are encapsulated into frames to be placed onto the physical

medium.

3.NETWORK LAYER

The network layecontrols the operéon of the subnetrouting : deciding whictphysical path the data should take based on network

conditions, priory of service Handles packet routing via logical addressing and switching functtqrevides:

- Routing routes frames among networks.

- Subnet traffic control: routers (network layer intermediate systems) can instruct a sending station to "throttle back" its frame

transmission when the router's buffer fills up.
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- Frame fragmentationif it determines that a downstream routerldaximum Transnsision Wit (MTU) size is less than the frame
size a router can fragment a frame for transmission anéissembly at the destination station.
- Logicalphysical address mappintranslates logical addresses, or names, into physical addresses
Example- The kest path to route the data between the client and the web servaeiermined by IP, a Network layer protocol. IP is
also responsible fathe assigned logical addresses on the client and server, arshé@psulating segments into packets.

4 TRANSPORT LER

The transport layeensures that messages are delivered effree, in sequence, and with no losses or duplicatidheelieves the higher
layer protocols from any concern with the transfer of data between them and their pe®rsiides quality of setice (QoS) functions
and ensures the complete delivery of the daféhe integrity of the data is guaranteed at this layer via error correction and similar
functions.The transport layer provides:

- Message segmentatioaccepts a message from the (sessiaggl above itsplitsthe message into smaller units (if not already small
enough), and passes the smaller units down to the network layer. The transport layer at the destination rgasisembleshe
message.

- Message acknowledgmerprovidesreliable erd-to-end message delivery with acknowledgments.

- Message traffic controtells the transmitting statiorio "back-off* when no message buffers are available.

- Session multiplexingnultiplexes several message streams, or sessiwms one logical linkand keeps track of which messages
belong to which sessions (see session layer).

Example:- HTTP utilizes the TCP Transport layer protocol to ensure the retigblery of data. TCP establishes and maintains a

connection from theclient to the web server, andgekages the highdayer data intassegments. A sequence number is assigned to each
segment so that dataan be reassembled upon arrival.

5.SESSION LAY&RPORT LAYER
Handles authentication and authorizatidonctions. It alsomanages the connection betwaethe two communicatingend points
establishing a connection, maintaining the connection, and ultimately terminatinthe. session layer allows session establishment
between processes running on different stations. It provides:
- Session establishment,aimtenance and terminatiorallows two application processes on different machinesdtablish, use and
terminate a connection, called a session.
- Session supporperforms the functions that allow these processes to communicate over the network, perfggaiurity, name
recognition, loggingand so on.
For Internet applications, each session is related to a partpoitgra number that is associated with a particular upper layeicaion.
For example, the HTTP program or daemon always has port number 80. The port numbers associated with the main Interoes$ applice
are referred to asvellFknown port numbers. Most port numbers, however, are available for dynamic assignmentrtapgheations.
Example- The Session layer is responsibledetablishing, maintaining, artdrminating the sessiobetween devices, and determining
whether thecommunication is halfluplex or fullduplex. However, the TCP/IP stagnerally does not itlude sessioitayer protocols,
and is reliant odower-layer protocols to perform these functions.

6.PRESENTATION LAYER

The presentation laydbrmats the datato be presented to the application layer. It can be viewed adthes|atorfor the network. Ths
layer maytranslate data from a format useby the application layer into a common format at the sending station, then translate the
common format to a format known to the application layer at the receiving stafitve. presentation layer provides:

- Chaacter code translationfor example, ASCII to EBCDIC.

- Data conversionbit order, CRCR/LF, integefloating point, and so on.

- Data compressiomeduces the number of bits that need to be transmitted on the network.

- Data encryption: encrypt data for secuity purposes. For example, password encrypfioAPPLICATION LAYER
The application layer serves as the window for users and application processes to access network services. This lagexr conta
variety of commonly needed functions:

- Resource sharing ardvice redirection
- Remote file accesgrinter access
- Inter-process communication
Network management
Directory services
Electronic messaging (such as mail)
Network virtual terminals
Example: The Internet can provide data in a wide variety of formats, recfion ofthe Presentation layer. Common formats on the
Internet include HTMLXML, PHP, GIF, and JPEG. Any encryption or compression mechesgidrms a website are also considered a
Presentation layer function.

7.Application Layer
Application layer ishe top most laye, which aremvolved in communication system,whichinitiated and reflectbecause this layer is
on the top of the layer stack,dbes not serve any other layers
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Theapplication layer is not the applicatitiself that is doing theammunication. It is. service layethat provides these services:
- Simple Mail Transfer Protoc&mail clients
- File transfer
- Web surfingWeb chat
- Network data sharing
- Virtual terminals

Example < Theweb browser serves as the user interface for accessingbsite. Thédrowser itself does not function at the Application
layer.Instead, theweb browser invokes the Hyper Text Transfer Protocol B Tdinterface with the remote web server, which is why
http:// precedes everyweb address.

TCP/IP REFERENWglel Osl TCP/P
TCP/IP protocols map tofaur-layer conceptual moddgtnown as theDARPA mode] Application
named after the U.S. government agency that initially developed TCP/IP. The four lay A Agg",:ﬁ‘z‘e"s’"
of the DARPA model are: Application, Transport, Internet, and Network IntefEach.
layer in the DARPA model corresponds to one or more layers of the $myemOpen Session
Systems Interconnection (OSI) model. Transport Transport
IP is the clerk deals with addressing of packets like mapping the logical/network addre
to MAC address. Network Internet
TCP is the postmauhich deals with delivering the data packets to various hosts over|tt Data Link
internet. It is dependent on the IP. Provides services like Flow control , error detection ﬂfé‘?f'ﬁé'é
correction. Physical
TCP/IP is transmission control protocol and internet protocol. Protocols aref setes

. . . K . TP /e
which govern every possible communication over the internet. These protocols descr _ protocot TCP/IP Protocol

. . . Architecture Suite
the movement of data between the host computers or internet and offers simple namir _ tavers :

Application

and addressing schemes. Layer

TelnetiFTPISMTR] |JONS SN MP)

The features that stood out during the research, @bhiled to making the TCP/IP
reference model were:

Host-to-Host
I Support for a flexible architecture. Adding more machines to a network was easy | "¢oiee [ g l uoe
1 The network was robust, and connections remained intatil the source and Intaones }Wﬁ] w i dmud
destination machines were functioning. Network [eme.ml T‘?m‘l I,;,.:',;,:” T |

The overd idea was to allow one application on one computer to talk to(send dat Layer
packets) another application running on different computer.

] ) o Fig. TCP/IP Protocol Architecture
1.Network Interface Layer Deals with alphysical componentsf network connectivity

between the network and the IP protol. TCP/IRprotocol suite

The Network Interface layefalso called the Network Access layer) is responsible |f¢ Application layer

placing TCP/IP packets the network medium and receiving TCP/IP packets off tht BGPDHCPDNSFTPHTTPIMAPR, LDAP
network medium. TCP/IP was designed to ineependent of the network access| | MGCRPNNTRNTR PORONC/RPARTRPRTSP
method, frame format, and medium. In this way, TCP/IP can be used to connect differ, RIP SIR SMTRSNMP SSHTelnet TLS/SSL
network types. These includeAN technologiesuch as Ethernet and Token Ring and XMPP

WAN technologiesuch as X.25 and Frame Relay. Independence from any spec Transport layer

network technobgy gives TCP/IP the ability to be adapted to new technologies such TCPUDP DCCPSCTPRSVP

Asynchronous Transfer Mode (ATM).

The Network Interface layer encompasses the Data Link and Physical layers of the|q Internet layer
model. IP, IPv4 IPvG ICMR ICMPVGECNIGMR IPsec

2.Internet Layer: Contains all functionality thamanage the movement of data | Link layer
between two network devices over a routed netwoikheInternet layeris responsible | | ARPNDP OSPFTunnels, L2ZTPPPPMAC,
for addressing, packaging, and routifugictions. The core protocols of the Internet layer | Ethernet DSIL.ISDN FDD)
are IP, ARP, ICMP, and IGMP.
- Thelnternet ProtocollP) is a routable protocol responsible ftP addressing, routing, and the fragmentation aedssembly of
packets.
- TheAddress Resolution Protod@lRB is responsible for theesolution of the Internet layer address to the Network Interface layer
address suchs a hardware address.
- Thelnternet Control Message ProtocCMB is responsible for providindiagnostic functions and reporting errodue to the
unsuccessful delivery of IP packets.
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- Thelnternet Group Management ProtocddGMP is responsible for thenanagement of IP multicagiroups.
The Internet layer is analogous to the Network layer of the OSI model.

3.Transport LayefHostto-Host): Manages thélow of trafficbetween two hosts or devicesnsuringthat data arrives at the application
on the hos for which it is targetedTheTransport laye(also known as the Ho$b-Host Transport layer) is responsible for providing the
Application layer with session and datagram communication services. The core protocols of the Transport laygersanessiolControl
Protocol(TCP) and th&lser Datagram ProtocgUDP).

- TCPprovides aone-to-one, connectiororiented, reliablecommunications service. TCP is responsible for the establishment of a TCF
connection, the sequencing and acknowledgment of packets s@ltthe recovery of packets lost during transmission.

- UDPprovides aone-to-one or oneto-many, connectionless, unreliable communications servidgleP is used when the amount of
data to be transferred is small (such as the data that would fit into a simabket), when the overhead of establishing a TCP
connection is not desired or when the applications or upper layer protocols provide reliable delivery.

The Transport layer encompasses the responsibilities of the OSI Transport layer and some of thébitisgens the OSI Session layer.
4 Application Layer. Acts adinal endpointsat either end of a communication session between two network HoSender, Receiver)
TheApplication layeprovides applications the ability to access the services of therdayers and defines the protocols that applications
use to exchange dat& here are many Application layer protocols and new protocols are always being developed.
The most widelsknown Application layer protocols are those used for the exchange ofinfeemation:
- The Hypertext Transfer Protocti TR is used to transfer files that make up the Web pages of the World Wide Web.
- The File Transfer Protoc#TH is used for interactive file transfer.
- The Simple Mail Transfer Protoc8MTH is used for tk transfer of mail messages and attachments.
- Telnet, a terminal emulation protocol, is used for logging on remotely to network hosts.
Additionally, the following Application layer protocols help facilitate the use and management of TCP/IP networks:
- The Domain Name SystenDNNS is used to resolve a host name to an IP address.
- The Routing Information ProtocdR(B is a routing protocol that routers use to exchange routing information on an IP internetwork.
- The Simple Network Management ProtocdNMB is usel between a network management console and network devices (routers,
bridges, intelligent hubs) to collect and exchange network management information.

1.5 Comparison of OSI and TCP/ IP model

OSI Open System Interconnection) TCP/IP(Transmission Controld®ocol / Internet Protocol)
1. OSl is a generiprotocol independent standardacting as @ 1. TCP/IP model ibased on standard protocolaround
communication gateway between the network and end user which the Internet has developed. It is a communicati
protocol, which allows connection of hosts over a networ
2. In OSI model the transport layguaranteesthe delivery of 2. In TCP/IP model the transport lay@yes not guarantees

packets. delivery of packets. Still the TCP/IP model is more reliab
3. Followsverticalapproach. 3. Followshorizontalapproach.

4. OSI model has separate Presentation layer and Sessic 4. TCP/IP doesot have a separatéresentation layer ol
layer. Session layer.

5. OSl is reference modehround which the networkare built. ' 5. TCP/IP model is, in a wayplementation of the OSI
Generally it is used asgaiidance tool. model.

6. Network layer of OSI model provides botionnection 6. The Network layer in TCP/IP model provic
oriented and connectionlesservice. connectionlessservice.

7. OSI model has a problem fitting the protocols into the 7. TCP/IP model doemt fit any protocol

model.

8. Protocols are hidden in OSI model and are easjiiacedas 8. In TCP/IP replacing protocohist easy.

the technology changes.

9. OSI model defines services, interfaces and protocety 9. In TCP/IP, services, interfaces and protocolsarelearly
clearlyand makes clear distinction between them. It is protor separated. It is also protocol dependent

independent.

10. It hast layers 10. It hast layers

11.Layerwas first developed than protocol 11.Protocolwere first developed than layer
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1.6 Example Network
* The Internetor WWW The Internet is the global system of interconnectedmputer networks that use thelnternet protocol
suite (TCP/IP) to link devices worldwide. It iszawork of networkshat consists of private, public, academic, business, and government
networks of local to global scope, linked by a broad arralecfronic wireless, and opticaletworking technologies. The Internet carries
an extensive range of information resources and services, such as thiinkadhypertextdocuments andapplicationsof the World
Wide Web(WWW),electronic mailtelephony andpeerto-peernetworks forfile sharing
Internet Users by Country (2016)®/ KA Y | = HOLYRALF T o ®! { E X oaMhshilidlahds = p dWI LI y I X X
Sources : http://www.internetligéats.com/internetusersby-country/
Regional Internet RegistriéRIRsllocate IP addresses:
" African Network Information CentéhfriNIC) foAfrica
" American Registry for Internet NumbéAdRIN) foNorth America
" AsiaPacific Network Information Centf&PNIC) foAsiaand thePacific region
' Latin American and Caribbean Internet Addresses Re@istBNIC) fdratin Americand theCaribbearregion
i Réseaux IP Européenbletwork Coordiation Centr RIPE NCC) fBurope the Middle EastandCentral Asia
The Internet carries mametwork servicesmost prominentlymobile appssuch asocial mediapps, theWorld Wide Webelectronic
mail, multiplayer online gamenternet telephony andfile sharingservices

The Internet has enabled new forms safcial interaction, activities, and social associatidis phenomenon has giveise to the
scholarly study of theociology of the Internet.g. Telecomuting, Crowd Sourci8gcial Medias)

Internet resources, hardware, and soft@acomponents are the target ohalicious attempts to gain unauthorized conttolcause

interruptions or access private information. Such attempts inctueputer virusesvhich copy with the help of humanspmputer

wormswhich copy themselves automaticathgnial of service attack@ansomwarebotnets andspywarethat reports on the activity and
typing of users. Usually, these activities constittybercrime Defense theoristhave also speculated about the possibilitiesybér

warfareusing similar methods on a large scale

* X.25: WAN technology

X.25was designed for transmitting analog data such as voice convessation

The X.25 specificatiatefines only the interfacbetween a subscribeD@ata Terminal EquipmeBTE and an X.25 networlDgta Circuit
terminal EquipmenDCE X.25defines the interface between two X.25 networksliow connections to traverse two or more networks
X.25 does not specify how the network operates interrgathany X.25 network implemertans used something very similar to X.25

or X.75internally, but ahers used quite different protocols internally. The ISO equivalent protocol to X.25, ISO 8208, is compatible w
X.25, but aditionally includes provision for two X.25 DTESs to be directly connected to each other with no network in between.

-X.25is a standard suite of protocalsed for packet switchingcross computer networks. The X@®%tocolsworks at the physical, data

link, andnetwork layergLayers 1 to 3) of th@SI model

1 Physical layer This layer specifies the physical, electrical, functional and procedural characteristics to control the physical lir
between a DTE and a DCE. Common implementationX.@4eEIA232, EIA449 or other serial protocols.

1 Data link layer The data link layer consists of the link access procedure for data interchange on the link between a DTE and a C
In its implementation, theLink Access Procedure, Balan¢edPB) is a data link protocol that manages a communication session
and controls the packet framing. It is a-bitiented protocol that provides error correction and orderly delivery.

1 Packetlayer. This layer defined a packktyer protocol for exchanging control and user data packets to form a paekithing
network based on virtual calls, according to acket Layer Protocol

-Each X.25 packets contains up to h¥@sof data.The X.25 network handles packet assembly at the source device, delivery, and then

disassembly at thelestination. X.25 packet delivery technology includes not only switching and netawgrk routing, but also error

checking and réransmission logic should delivery failures occur.

-X.25 supportsnultiple simultaneous conversatiotty multiplexing packetand using virtual communication channels.

-X.25 was originally designed more than 25 years agmtoy voice over analog telephone linealup networks. Typical applications

of X.25%0dayinclude automatic teller machine networks and credit card verificatietworks. X.25 alssupports a variety of mainframe

terminal/server applications.

- With the widespread acceptance liiternet Protocol (IPas a standard for corporate networksany X.25 applications are now being

migrated to cheaper solutions using IP as the network layer protocol and replacing the lower layers of X.25 wit

Ethernetor ATMhardware.

History of X.25

X.25 was originally developedthe 197040 carry voice over analog telephone Imetialup networks Typical applications of X.25

includedautomatic teller machine networks and credit card verification networks.
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In the early90s, many X.25 networks were replaced by Frame Retlae U.S. Many older public networks outside the U.S. continued to
use X.25 until just recently. Most networks that once required X.25 now use the less complex Internet P#2BdsditiKused in some
ATMs and credit card verification networks.

X.25 NETWORK

Packet Level
Procedures
Frame Level
Procedures
Physical Level
Procedures

DTE

g X.25 Interface

Interface

\.

Packet Switched Network
X.25
Intarface
~ DTE

’ —
DTE <%
1 DTHData Terminal Equipment): An end user equipmentdhavertsuser information into signals or reconverts received signals.
E.g. terminals, computepyotocolconverters, multiplexors
DCHData Communication Equipment): datanmunicatiordevices loated between DTE e.g. MODBMC Cards
PSKEPacket Switching Exchang&eaksdata in to packets

1 PAD(Packet Assembly/ Disassembdydeviceused toenableDTEnot equipped for packet switching to access a pashétched
network

=A =4

Advantages of X.25

Workswell in noisy transmissianediums (Moreerrors and Packet drops)

It is one of theoldest WAN technologiHelps in development of technology research)
Used forterminal andtime-sharingconnection

Helps in data coamunicationespeciallyf packet switched networks

Thedata link layefs designed foerror detection and corrections

Thenetwork layer protocgberforms theaddressing, flow control, delivery confirmation
Disadvantages of X.25

= =4 -8 -8 -4 -2

1 Since it was initiallfe\eloped for private use not the interndt could not meet public demands needs.
1 Double overheaX.25 and the internet have their own network layer
9 Disappointedwvith X.25, some organizatiostarted their own private WABY leasing -L(max.1.544 Mbp3or T344.736 Mbps)
1 Not simplifiedcompared to Frame Relay
1 Could not handle bursty data or a continuous transfer of witteout interruption (Bandwidth on demand)
* FrameRelay:Layer 2WAN Technology
Frame Relayis a standardizedvide area networktechnology that specifies @ - i r.elay @
the physicaland data link layersof digital telecommunications channels usin RO"-;E' S S ROE:EZ
apacket switchingnethodology Originally designed for transport acrdetegrated G e
Services Digital NetwoikSDN) infrastructure, it may be used today in the conte Derl/' Q\ljoce

of many other network interfaces. Frame relay switches

Network providercomnonly implement Frame Relay fooie {/oFR and data as
an encapsulatiortechnique usd betweenlocal area network§LANs) over avide

area network(WAN). Each endser gets agprivate line(or leased ling to a Frame
Relaynode. The Frame Relayetwork handles the transmission over a frequent
changing path transparent to all enderextensively used WAN protocols. It is le
expensive than leased linesd that is one reason for ifsopularity. The extreme

OTE
Router 3
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simplicity of configuring user equipmeint a Frame Relay network offers another reason for Frame Relay's popularity.

With the advent oEthernetover fiber optis, MPLSVPNand dedicateroadbandservices such asable modenmandDSI_the end may
loom for the Frame Relay protocol and encapsulatidowever many rural areas remain lacking DSL and cable modem seivicerh
cases, the least expensive type of atialup connection remains a ékbit/s Frame Relay linélhus a retail chain, for instance, may
use Frame Reldgr connecting rural stores into their corporate WAN

The designers of Frame Relay aimegrovide a telecommunication service for caficient data transmission for intermittent traffic
betweenlocal area network§LANs) and between ergbints in a wide area network (WANPrame Relay puts data in variatdize units
called "frames" and leaves any necessampr-correction(such as retransmission of data) up to the graints. This speeds up overall
data transmissionFor most services, the network providepermanent virtual circui{fPVC), which means that the customer sees a
continuous, dedicated connection without having to pay for atfolle leased ling while theserviceproviderfigures out the route each
frame travels to its destination and can charge basedsage.

Analogy:The collectiorof bits within a structure is called a frame. When it arrives at a switching point it is relayed from one interface
to another and in that process the DL(Dhkta Link Connection Idenfigs)switched. Imagine a relay race. The runner passestitieto

the next runner. Thetick(data) does not change but the runner (DLCI) does. The advantage of a frame is that you only align your cloc
for the duration of the framavhereaswith asynchronougou have to align your clock for each character / byte

How FR Works?
4+ The DTE (routegendsframes to the DCE (Frame relay Switches) on the WAN edge
+ The framesnovesfrom switch to switch across the WAN to the destination DCE (frame relay switch) on the WAN edge
+ The destination DGEeliveisthe frames to the destination DTE

Advantagesf FR
9 Cost Saving&R offers reduction of physical local loops over private line network as frame uses a virtual circuit for each new
connection
9 Higher circuit utilizationFR makes use of physicatuit by statistically multiplexing multiple PVCs over a single physical circuit
9 Higher network availabilitfR network employs switches that support automatic routing of PVC around circuit failure
9 Extended Technology Life DuratifiR is backwards comrdible with older technologies like X.25 and forward compatible with
newer technologies like ATM and MPLs
9 Protocol Independencé&upports wide variety of application transports and meets the throughput requirements.
9 PerformanceFR services offers highgregd with lower delay as compared to X.25
Disadvantagesf FR
1 7-3(44.736 Mbp¥data rate is not enougfor protocols with higher data rates
Note: T-3 leased line is used for longer distance, higher bandwidth thavoliiare used for digital data transmissgystemused
in telecommunication
9 Allowsvariable length frames
9 Createvarying delayfor different users
9 Not suitablefor sending delay sensitive data such as real; time voice or video or teleconferencing.

Comparisorbetween FR and X.25

Attributes FrameRelay

Error Detection No Yes,hence it provides error free delivery. It
contains fields which are used for error and
flow control.

Layers It has Physical layer and data link layer. It has physical, data link and network layers.

Hence higher performance and greater
transmission rate is achieved.

PDU It prepares and sends frames. It prepares and sends packets.

BW allicattion It can dynamically allocate bandwidth. = Fixed bandwidth is available in X.25 network
Typical Speed (bandwidth) High(No error detectioi Low

LAN connectivity for fast file transfer Suitable Not Suitable

Protocol OverhegdComplexity Minimal High

Voice suppdr Good Poor

*Ethernet: LAN technology

In 1973, Robert Metcalfe from New York devised a systemmifipimultiple endpoint devices on a network, and drew it out as a memo
(pictured above). The nowhetia-particular field between the controller and the endpoints he referred td Hse Ethel The resulting
network was then callethe Ethernet
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Ethernet is a type afietwork cablilg and signaling specificatiodeveloped byXeroxin the late 1970While Internet is a global network,
Ethernet is a local area network (LANp computer should be an island. With Ethernet, file sharing and printer sharing among machine:
became possibleThe term "ether" was coined by Greek philosopher Aristotle to describe the "divine element” in the heaven. In the
17" century, French philosopher and mathematician Rene Descartes theorized thahitese has no vojaall space, including the
heaven an the earth is filled with ethey which is composed of very fine particles. In short, "ether" is said to be a kind of substance tha
exists everywhere. Although this is a misconception, network developers still adopted the term "ether" and thereforaé¢Etmeans

"a network of everywhere."

Ethernet uses a communication concept caltedagrams to get messagasross the network. The Ethernet datagrams take the form

of selfcontained packets of informatioffhese packages have fields containing infororagibout the data, their origin, their destination

and the type of dataThe data field in each package can contain up to 1500 bytes. Take mailing as a metaphor. An Ethernet packag
not just a letter. It is also provided with the sender address, theikexr address, the stamp indicating what the package's contents are.

There are severaltandardsof Ethernet, such a$000BaseT10GBaseT...etc. The number standssignaling speed"1000" is 1000
mega bit per second. However, it is important to poinit ¢hat this number indicates the "ideal" situation. The actual speed might be
slower. '‘Bas¢ meansBasebandwhich uses a single carrier frequency so that all devices connected to the network can hear &
transmissions'T" stands fortwisted paircable.

Ethernet suffers froncollisionwhen it is running imalf-duplexmode. What is halfluplex? CB radio is a typical example ofdhgiiex.
When using a CB radio, you can either send a message or receive a message at one time. When two or more cempttiersetd
data at the same time, a collision occiMsvertheless, switches make it possible to run Ethernet #ddplex mode. In this mode, two
computers establish a pohtd-point connection in fultluplex and thus collisions are avoided.

Types oEthernet Cable

i. Fast Ethernet 100 Mbit/s Cat5

Fast Ethernet refers to an Ethernet network that can transfer data at a rate of 100 Mbit/s. It can be based on a twistédeyeoptic
cable. (The older 10 Mbit/s Ethernet is still installed and ,usetdsuch networks do not provide the necessary bandwidth for some
network video applications.)

Most devices that are connected to a network, such as a laptop or a network camera, are equipped with aTCOABRBESHE Ethernet
interface, most commonlyatled a 10/100 interface, which supports both 10 Mbit/s and Fast Ethernet. The type of twisted pair cable th:
supports Fast Ethernet is called a-Eatble.

ii. Gigabit Ethernet 1,000 Mbit/s (1 Gbit/s)CatSe

Gigabit Ethernet, which can also Ibesedon a twisted pair or fiber optic cabldelivers a data rate of 1,000 Mbit/s (1 Gbit/s) and is
becoming very popular. It is expected to soon replace Fast Ethernet as the de facto standard.

- The type of twisted pair cable that supports Gigabit EtherneCiat&e cable, where all four pairs of twisted wires in the cable are
used to achieve the high data rates.-6ator higher cable categories are recommended for network video systems. Most interface:
are backwards compatible with 10 and 100 Mbit/s Etheamet are commonly called 10/100/1000 interfaces.

- Fortransmission over longer distancdiber cables such 4900BASEX (up to 550 m/1,639 ft.) and 1000BAZHup to 550 m with
multimode optical fibers and 5,000 m with sirgiede fibers) can be used.

iii. 10 Gigabit Ethernet10 Gbit/s (10,000 Mbit/sj;at6a or Caf7

10 Gigabit Ethernet is tHatest generatiorand delivers a data rate of 10 Gbit/s (10,000 Mbit/s), afideat optic or twisted paicable

can be usedlOGBASH X4, 1GBASEER and 18BASESRbased on an optical fiber cable can be used to bridge distances of up to 10,00C
m (6.2 miles). With a twisted pair solution, a very high quality cabl&&Gat Caf7) is required. 10 Gbit/s Ethernet is mainly used for
backbones in higend applicatias that require high data rates.

The Major Categories of Ethernet Cables

There are two main physical differences betweerb@atd Cab cablesthe number of twists per cm in the wire, and sheath thickness.
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Category Cable Type Max.DataTransSpeed MaxBandwidth

Cat3 UTpP 10 Mbps 16 MHz

Catb UTpP 10/100 Mbps 100 MHz
Cat5 e UTP 1000 Mbps 100 MHz
Cat6 UTP or STP | 1000 Mbps 250 MHz
Cat6a STP 10,000 Mbps 500 MHz
Cat7 SSTP 10,000 Mbps 600 MHz

rﬂ r:l '\j

Department 3
Department 1 Departman 2

P L switch ﬁ

)

Vi

Cnternet Firewall
Department Printers
Server

Fig. Ethernet LAN Diagram

*xDSL(Digital Qubscribertineg: MAN Technology

Digital subscriber line(DSL. originally digital subscriber loop is a family of technologies that are used t@nsmit digital
dataovertelephone linesIn telecommunications marketindDSL ithe most commonly installed DSL technology, Iftternet access
DSL service can be delivergdhultaneously wittwired telephone servicen the same telephone lineThis is possible because DSes
higherfrequency band$or data.On the customer premises,2SL filteon each norDSL outlet blocks any higiequency interference
to enable simultaneous use of the voice and DSL services.
DSL technologiesse sophisticated modulation schemispack data onto copper wires. They are sometimefenred toas lastmile
technologiedbecause they are used only for connections from a telephone switching station to a home or office, not between switchin
stations.
xDSL isimilar tolISDNin asmuch as botloperate over existing copper telephone linddJTS- PlainOld TelephoneService- home
useg and both require the shortuns to a central telephone office (usually less than 20,000 féetowever, xDSL offers mueligher
speeds up to 32Mbpsfor upstreamtraffic, and from32 Kbpsto over 1 Mbpdor downstreamtraffic.
A DSLAM(Digital Subscriber Line Access Multiplexer) is a network device, usually at a telephone company central office, thait recei
signals from multiple customer Digital Subscriber Line (DSL) connections and puts the signals espaedidiackbone linesing
multiplexing techniques.
Types of xDSL

i.  AsynchronousAsymmetriecDSKADSI): broadbandcommunications technology used for connecting to thetnet. Provides

more bandwidthfor downstream than upstream.
. SynchronousSymmetrieDS(SDS). : allows more data to be sent over existing copper telephone liRET(E Providesequal
bandwidthfor upstream and downstram.
iii. High-data-rate DSL(HDS): requiresmultiple telephone lines.
iv.  VeryhighDSLVDS): Fastest DSL service.
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DSL |Max. Send Rn:)i(;m Max. Lines Phone

Type Speed Speed Distance | Required | Support
18,000 ft

ADSL | 800 Kbps 8 Mbps (5.500 m) 1 Yes
12,0001t

HDSL | 1.54 Mbps | 1.54 Mbps (3,650 m) 2 No
22,0001t

SDSL | 2.3 Mbps | 2.3 Mbps (6,700 m) 1 NO
40001

VDSL | 16 Mbps 52 Mbps (1,200 m) 1 Yes

Custemer Premises Fantral s:{C0)
o e e e |
el . L S eSS 1

DSLAM

ADSL Band
40 kHz -1 MHz

}— lo
%’

| Broadband
| Network
DSL modem :
| Combmead Signal
/ ! 010 | MHz
= [
wa : Voice Band : :
) _1 L
: 04 iz : Telephone |
[ P S e ST - | swilch 1
: : PSTN)
Fig. DSArchitecture
Digital signal - WVoltage signal

(serial interface) (Phone linel

Computer l D5L Modem Outlet

or Router

Fig DSL Modem schematic

* VolP(Voice over Internet Protocdl
VolPor IP telephonyis a methodology and group of technolagi®er thedelivery ofvoice communicationand multimediasessions
over Internet ProtocolIP)networks,i.e. intranet,Internet The termdnternet telephonybroadband telephonyandbroadband phone
servicespecifically refer to the provisioning of communications services (fexc8MS wice-messaging) over the public Internet, rather
than via thepublic switched telephone netwo(RSTN).
These protocols can be used bgaplpurpose software, such dgsj or integrated into a web pageéb-based VolR likeGoogle Talk
How does VOIP work?
A way is required to turn analog phone signals into digital signals that can be sent over the Trherrfignction can either be included
into the phone itself or ia separate box like akTA.
1. VOIP Using &TrA(Analogue Terminal Adap)er

X Ordinary Phone--- ATA---- Ethernet---- Router---- Internet---- VOIP Service Provider
2. VOIP using dR Phone

X IP Phone---- Ethernet----- Router---- Internet---- VOIP Service Provider
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ISP Internet outer Ethernet ATA Analog Phone

1. VOIP Using a&kTA(Analogue Terminal Adap)er

Ha - @ & —  — &
o ..

Internet Router VolP Phone

2. VOIP using dRPhone

Methodsof VolPConfigurations
l. PC¢ to ¢ PC: Call transfer between PC
II.  PCgqto ¢ Hardphone Call transfer between PC and Hardphone
lll.  Hardphone;to ¢ Hardphone Call transfebetween Hardphone

VolIP is crime : if we are used VolIP technology with out permission from ISP or GoverfArar@loating

* NGN and MPL({8ext Generation Network and Multiprotocol Label Switching)

1 Today, telephony, the internet, and the cellular mobilevaeks continue to be
different domains, each has its own protocols and services.

1 The general idea behind the NGN is thad¢ network transports all type of dat:
and provides services (voice, data, and all sorts of media e.g. videt
encapsulating the to packets similar to those used on the internet.

1 NGN are commonlpuilt around the IRPand therefore the term all IP is als
sometimes used to describe the transformation toward NGN.

1 Todays networks are divided into :

- The Public Switched Telephone Netk@r.g. telephone)
- The Packet Switched Network (e.g. Internet)
- The Mobile Networkge.g. cellular) Fin. General IDEA

A Next Generation Network (NGN) is a pablested network able to provide services including Telecommunication Services and able 1
make use of multiple broadband, Qe®abled transport technologies and in wh#rvicerelated functions are independent from
underlying transportelated technologies. It offers unrestricted access by users to different service providers. It supports generaliz
mobility which will allow consistent and ubiquitous provision of sEs\@ users.

A Next Generation Netarks NGN is apacketbased networkable to provideTelecommunication Servicés users and able to make
use of multiple broadbands, Qa8nabled transport technologies and in which serviedated functionsare independent of the
underlying transporrelated technologies.

NGN is a different concept frofAuture Internet which is more focused on the evolution of Internettérms of the variety and
interactions of services tdred.

From a practical perspective, NGN involves threen architectural changethat need to be looked at separately:

1 Inthe core network, NGN impliesyeergingof several (dedicated or overlay) transport netwoeah historically built for a different
service into one core transport network (often based on IP and Ethernet). It implies amongst thénenggration of voice from a
circuit-switched architecture RSTIN to VoIR and alsomigration of legacy servicesich asX.25 frame relay(either commecial
migration of the customer to a new service like IP VPN, or technical emigration by emulation of the "legacy service"@N)the N

1 Inthe wiredaccess networkNGN implis themigration from the dual system of legacy voice next to xDSL detiggal exchanges
to a converged setup in which tiESLAM@igital subscriber line access multiplexet@gratevoice wrtsor VolP, making it possible
to remove the voice switching infrastructure from the exchange.

1 In the cable access network, NGN convergence impligsation of constant bit rate voice to Calllab¢$ PacketCablestandards
that provide VolP an&IPservices.

Characteristics diGN
1 Unified Global Network Platfornsupport for a wide range of services, applications and mechanisms based on service building
blocks (including real time/ streaming/ nogal time services and muttiedia)
1 Packet BaseNetwork
1 Provides Telecommunication Services to Users
1 Qo Enabled Transport Technology
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1 Generalized mobility
1 Converged services between Fixed/Mobile

NGN Servicesr Applications
i.  Voice TelephonyCall waiting, forwarding;8ay calling
i. Voice Portalprovides callers withrgwhere anytime access to information like news, weather, account balance using simple
voice commands and any telephone
iii. Data Servicebandwidthon-demand, connection reliable
iv.  Multimedia servicedisplaying visual information e.g. réiatle streaming
v.  Publc Network Computingprovides public networkased computing services for business and customers
vi. ECommerceallows customers to purchase goods and services electronically over the internet
vii.  Call Centre Servicesall to call centre agent by clicking orbvpage.
Viii. Interactive Gamingpffers consumers a way to meet online and establish interactive gaming sessions.
ix.  Home ManagerThese services could monitor and control home security system, energy system, home entertainment systen

NGN Architecture and Network Elements

intelligent Network
Appl. Servers/ Access Gateway
B —/j/
Softswitch
N7 Media Gateway
Signalling Controller
- . e -/_}
e
H.243 7
7’ 1
/ -~ 7’
— PSTN —| IP/XX
i g Network
Trunking 7
Gateway

Access Gateway

1 Access Gatewaysdlows theconnection of subscriber lines to the packet netwookverts the traffic flows of analogue access
(Pots) or 2 Mb/s access devices into packets provides subscribss &EdNGN network and services.

1 Trunking Gatewaysllowsinterworking between classicADM telephony network and Packeised NGN networkgonverts
TDM circuits/ trunks (64kbps) flows into data packets, and vice versa

1 Softswitch/MGQeferred to as theCall Agent or Media Gateway Controller (MG LINE @GanRcS delivénKedntrél  dmi (1 K
the network in charge of Call Control and handling of Media Gateways control (Access and/or Trunking)

1 Application Server (A%):unit that supportservice executiare.g.to control Call Servers and NGN special reso(ecgsmedia
server, message B&r).

1 Signaling Gateway (S@)unit that providesignaling conversion between the NGN and the other netwergs$TP in SS7).

1 H248Protocol:Known also as MEGACO: standard protocol, defined by, Ifdd signaling and session management needed
during a communication between a media gateway, and the matkavgy controller managing H.248/MEGACO allows to set
up, keep, and terminate calls between multiple endpoints as between telephone subscribers using the TDM
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MPLS

Multiprotocol Label Switching (MPLS) is a protocokfageding up and shaping network traffic floWdPLS allows mosgtackets to be
forwarded at Layer 2 (the switching level) rather than having to be passed up to Layer 3 (the routing level).
Each packet getfabeled on entry into theservice provider'snetwork by the ingresginlet) router. All the subsequentouting

switchesperform packetorwarding based only on those lakelthey neverook as far as the® headerFinally the egresgoutlet) router
removes the label(s) and forwards the original IP packet toward its final destination.
The label determines which pdetermined path the packet will follow. The paths, which are chdleelswitched pathgLSPs), allow
service providers to decide ahead of time what will be the best way for certain types of traffic to flow within a ppubtie oetwork.
MPLS got its name hbaagse it works with thénternet Protocol(IP),Asynchronous Transport Mod&TM) andFrame Relay network
protocols; any of these protocols can be used to create an LSP. It was created in the late 1990s to avoiditeasimgste time by
having to stop and look uputing tablesA common misconception is that MPLS is only used on private networks, but the psotocol
used for all service provider network$ncluding Internebackbones
Ly {dzYYl NE X
In a traditional IP network:
w 91 OK NRdzi SNJ LISNF2NXa Iy L thophaal prditkIouding MBlelzind ffrdards the gacket B tha A y S
nexthop.
w WAYAS IyR NBLISIG F2N SOSNE NRBdziSNE SIFOK YIF1Ay3 Adia 26y A
at[{ R2S&a atl oSt agAiGOKAYy3¢ AyaitsStrRY
w ¢ K Sevigerddsk abutiiy lookup
.indadiadof finding a nexhop, it finds thefinal destination router.
'YR AGRSFAFREAYSRINGBI 6K FNBY aKSNBe¢ (2 GKIFIG FAYFf NERdziSN®
¢KS NRAziBENDBLIRI ASBI BAKAYEOD o0l aSR 2y (GKA& AYF2NXYIGA2Yy O
C drbuteisuse the label to route the traffic
2 AGK2dzi YySSRAY3I G2 LISNF2NY Fyeé RRAGAZ2YyLFE Lt €221dalad
I G (de&sthatiBrkoyiter tthe label is removed.
'YR GKS LI 0180 A& RStAGSNBR GAl y2N¥YIf Lt NRdziAy3o

e eeeeee

How does MPLS work?
MPLS works by taggitite traffic inthese example packetgjth an Identifier (a Label) to distinguish the LSPs (Label Switche Path
specific path between BPErovider Edgeduters on the MPLS core that the traffic will traveM#énen a packet is received, tlwiter uses
this label (and sometimes also the link over which it was received) to identify tHeth&®looks up the LSP in its own forwarding table
to determine the best link over which to forward the pagletdthe label to use on this next hop.
Adifferentlabel is used for each hop, and it is chosen by the router or switch performing the forwarding op€hagiatows the use of
very fast and simple forwarding engines, which are often implemented in hardware.
Ingress routers at the edge of the MPLS nekwdassify each packet potentially using a range of attributes, not just the packet's
destination address, to determine which LSP to use. Inside the network, the MPLS routers use only the LSP labelshe paekatd t
to the egress router.
AlLabelSwitched Routers(LSRcapable of switching and routing packetsed on label appended to packet
AlLabels define flow of packets between end poirds multicast destinations
AEach distinct flow (forward equivalence clgdsEC) has specific path through LEBEsel Switched Routers)efined- Connection
oriented
AFunction of LSR are :
(i) PUSH the labelAdds a new MPLS labela packet. When a normal IP packet enters an LSP, the new label is the first label on t
packet.
(i) SWAP the labeReplaces the labelith anew label. When an LSR performs an MPLS lotilatdpokup yields the LSP next hop
information as well as the numeric identifier the next segment in the LSP.
(iii) POP the labeRemoves the MPLS label from a packhis is typically done at the egrésstlet) router.
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CE = Customer Edge Ordinar Router
PE = Provider Edge LSR

P = Provider LSR

LSR = Label Swiched Rouser

Fig. MPLS

MPLS Benefits
The initial goal of label based switching was to bring the speed of Layer 2 switching to Lalgel Based switching methods allow
routers to make forwarding decisions based on the contents of a simple lahel, tftein by performing a complex route lookup based
on destination IP addresghis initial justification for technologies such as MPLS is no longer perceived as the main benefit, since Lay
switches are able to perform route lookups at sufficient spdedupport most interface types.
However, MPLS brings many other benefits fodéed networks. Forwarding packets based on labels rather than routing them based or
headers results in seveialportant advantages
4 Faster Speed : Due to the labeling techhmgy, the speed gferforming lookups for destinations and routing is much faster
than the standard IP table lookups RBHPLS routers have to perform.
4+ QoS This is a big one. MPLS networks achieve greater Quality of Service for their customers. QealitedfQoS) means exactly
that ¢ you can expect higher standard of service such as reliability, speed, and voice quality
In addition, MPLS networks are ableatsign priorities to the different packets based on what the laasisabout that packet.
Packets with greater priority, voice over data for example, are given more bandwidth allocation. A packet that whielemseabt d
as high priority is given less.
4+ Faster Restoration . MPLS networks are also abler¢gtore interrupted connectionat a faser speed than typical
networks.
4+ Security :MPLS offers greater security and are often required for companies e.g. telecoms which need enhanced privacy and
security for their network needs. It's also very popular with organizations that resedbéle WARhat can carry both voice
(phone calls) and data.
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Assignments

1. Youare assigned to design a network infrastructure forst@& hotel. Recommend a network solution with
hardwares and softwares in current trend that can be used in the hotel. Make necessary assumptions and
justify your recommendation with logical argumenttere possible.

A network must be able to meet certain criteria, these are mentioned below:
1. Performance

2. Reliability
3. Scalability
Performance

It can be measured in following ways :
i Transit time :It is the time taken to travel a message from one devicertotler.
1 Response time tt is defined as the time elapsed between enquiry and response.
Other ways to measure performance are :
1. Efficiency of software
2. Number of users
3. Capability of connected hardware
Reliability
It decides the frequency at which networkltae take place. More the failures are, less is the network's reliability.
Security
It refers to the protection of data from the unauthorised user or access. While travelling through network, data passes
many layers of network, and data can be tracedtémpted. Hence security is also a very important characteristic for
Networks.
Properties of Good Network
1. Interpersonal Communication We can communicate with each other efficiently and easily example emails, chat
rooms, video conferencing etc.
2. Resourcegan be shared We can use the resources provided by network such as printers etc.
3. Sharing files, data Authorised users are allowed to share the files on the network.
Components of a Network

A computer network comprises the following components:

V A minmum of at least 2 computers

V Cables that connect the computers to each other, although wireless communication is becoming
more common

V A network interface device on each computer (this is called a network interface card or NIC)

V A “ Switch’ hedatadront ooe psintio another. Hubs are outdated and are little used
for new installations.

V Network operating system software

2. What is computer network? Distinguish between OSI and TCP/IP reference model.

3. What are the features of Client/Server arclutere? What are headers and trailers and how do they get
added and removed? Explain.
A data packet consists of three elements. The first element is a header, which contains the information needed to get the
packet from the source to the destination, anceteecond element is a data area, which contains the information of the user
who caused the creation of the packet. The third element of packet is a trailer, which often contains technigues ensuring tha
errors do not occur during transmission.
Header &Trder
A header is attached in the front side or the side which is forward and trailer is at end of each packet, these are
control bit not the actual data. Control information means ity bit or other error detection or correction bits.

How are they aded and removed

The process starts from application layer and moves from layer to layer in descending, sequential order. At each
layer a header can be added to the data unit. At layer 2 a trailer is added as well. When the formatted data unit
passes througthe physical layer (layer 1), it changes into electromagnetic signal and transported along the
physical link. Upon reaching the destination, the signal passes into layer 1 and is transformed back into digital
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form. The data unit then moves back up througk layers. As each block of data reaches the next higher layer,
the header and trailer attached to it at the corresponding sending layer are removed, and actions appropriate to
that layer are taken. By the time it reaches the application layer (layénénessage is again in a form

appropriate to the application and is made available to the recipient.

Source machine Destination machine

DATA ENCAPSULATIOMRCAPSULATION IN T MODEL

sender Receiver

Message Appliwmtinn

Presenimiion

Tra napert

litorm ri

Emimlink

Receivd rom cala > 11101010111110110100110 Phys
o -

Transmission Media e.g. Cable, Devices
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FIGEENCAPSULATION

We are going to analyse an example in order to try and understand howedatgpsulation and decapsulation works. This should
make it easier for most people.

Try to see it this way :

When a car is built in a factory, one person doesn't do all the jobs, rather it's put into a production line and as tbeesathrough,
each persn will add different parts to it so when it comes to the end of the production line, it's complete and ready to be sémt out
the dealer.

The same story applies for any data which needs to be sent from one computer to another. The OSI model whicktebisyctiee
IEEE committee is to ensure that everyone follows these guidelines (just like the production line above) and therefasepatdr ¢

will be able to communicate with every other computer, regardless of whether one computer is a Macintoshearttehis a PC.

One important piece of information to keep in mind is that data flows 2 ways in the OSI| rD@\IN(data encapsulatiof
and UP(data decapsulatioi.

The picture below is an example of a simple data transfer between 2 computers and shwwisehdata is encapsulated and
decapsulated:
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User data converted Application
for transmission

Presentation

Se5510n

TCP header Transport

IP header TCP header Datalink

IP header TCP header MNetwork

Physical

EXPLANATION:

The computer in the above picture needs to send some data to another computer. The Application layer is where the usee interf
exists, here the user interacts with the application he or shesisg, then this data is passed to the Presentation layer and then to the
Session layer. These three layer add some extra information to the original data that came from the user and then paskes it t
Transport layer. Here the data is broken into serapieces (one piece at a time transmitted) and the TCP header is a added. At this
point, the data at the Transport layer is calledeyment

Each segment is sequenced so the data stream can be put back together on the receiving side exactly as traBaugtitegment is
then handed to the Network layer for network addressing (logical addressing) and routing through the internet networkN\atvtbek
layer, we call the data (which includes at this point the transport header and the upper layer infon)napacket

The Network layer add its IP header and then sends it off to the Datalink layer. Here we call the data (which includegottkddyer
header, Transport layer header and upper layer informatiofilaene. The Datalink layer is responsibte taking packets from the
Network layer and placing them on the network medium (cable). The Datalink layer encapsulates each packet in a framatainish co
the hardware address (MAC) of the source and destination computer (host) and the LLC infomtadiondentifies to which protocol

in the prevoius layer (Network layer) the packet should be passed when it arrives to its destination. Also, at the erildinpticerthe
FCS field which is the Frame Check Sequence. This is used for error checisrajsmadded at the end by the Datalink layer.

If the destination computer is on a remote network, then the frame is sent to the router or gateway to be routed to thatiesifio
put this frame on the network, it must be put into a digital signal. &mdérame is really a logical group of 1's and 0's, the Physical layer
is responsible for encapsulating these digits into a digital signal which is read by devices on the same local network.

There are also a few 1's and 0's put at the begining of the framly so the receiving end can synchronize with the digital signal it will
be receiving.

Below is a picture of what happens when the data is received at the destination computer.
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Data Decapsulation

{data is being received)

User data received Application
& passed to prgram

Presentation
Session

Transport

MNetwork

Datalink

Physical

EXPLANATION

The receiving computer will firstly synchronize with thetdigsignal by reading the few extra 1's and 0's as mentioned above. Once the
synchonization is complete and it receives the whole frame and passes it to the layer above it which is the Datalink layer.

The Datalink layer will do a Cyclic Redundancy Ch&sR)(@n the frame. This is a computation which the comupter does and if the result
it gets matches the value in the FCS field, then it assumes that the frame has been received without any errors. Onocé dfidit'e

way, the Datalink layer will strip ofiny information or header which was put on by the remote system's Datalink layer and pass the res
(now we are moving from the Datalink layer to the Network layer, so we call the qziake) to the above layer which is the Network
layer.

At the Networklayer the IP address is checked and if it matches (with the machine's own IP address) then the Network layer header
IP header if you like, is stripped off from the packet and the rest is passed to the above layer which is the Transpbieraykerest
of the data is now called segment

The segment is processed at the Transport layer, which rebuilds the data stream (at this level on the sender's comsisatitaNya
split into pieces so they can be transferred) and acknowledges to the trémggraomputer that it received each piece. It is obvious that
since we are sending an ACK back to the sender from this layer that we are using TCP and not UDP. Please Petdotoldsection

for more clarification. After all that, it then happily hands the data stream to the ujmear application.

You will find that when analysing the way data travels from one computer to another most people never analyse in detgitrsny |

above the Transport layer. This is because the whole process of getting data from one computer to another involvesyessdllyda
4 (Physical to Transport) or layer 5 (Session) at the most, depending on the type of data.
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how data encapsulation is aemplished in TCP/IP. As you can see, an upper layer message is packaged into a TCP or UDP
message. This then becomes the payload of an IP datagram, which is shown here simply with one header (things can get a
more complex than this.) The IP datagranthien passed down to layer 2 where it is in turn encapsulated into some sort of
LAN, WAN or WLAN frame, then converted to bits and transmitted at the physical layer.

4. What do you mean by protocol and interface? Write the protocols used in each layePOPTr@odel.

5. How do you define network topology? Discuss the types of network topologies based on its size and
geographical distribution.
Network topology is the arrangement of the various elements (links, nodes, etc.) of a computer network.
An example is a local area network (LAN). Any given node in the LAN has one or more physical links to other
devices in the network; graphically mapping these links results in a geometric shape that can be used to

describe the physical topology of the network. Conversely, mapping the data flow between the components
determines the logical topology of the network.
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*Features of Bus Topology

1. It transmits data only in one direction.

2. Every device isomnected to a single cable

Advantages of Bus Topology

It is cost effective.

Cable required is least compared to othrextwork topology

Used in small networks.

It is easyto understand.

Easy to expand joining two cables together.

Disadvantages of Bus Topology

1. Cables fails then whole network fails.

2. If network traffic is heavy or nodes are more the performance of the network decreases.

3. Cable has a limited length.

4. Itis slowerthan the ring topology.

*Features of Ring Topology

1. A number of repeaters are used for Ring topology with large number of nodes, because if someone wants to send some data to
the last node in the ring topology with 100 nodes, then the data will have ts fleugh 99 nodes to reach the 100th node.
Hence to prevent data loss repeaters are used in the network.

2. The transmission is unidirectional, but it can be made bidirectional by having 2 connections between each Network Node, it is
calledDual Ring Topolog

3. In Dual Ring Topology, two ring networks are formed, and data flow is in opposite direction in them. Also, if one rihg fails,
second ring can act as a backup, to keep the network up.

4. Data is transferred in a sequential manner that is bit by bitaDetnsmitted, has to pass through each node of the network, till
the destination node.

Advantages of Ring Topology

1. Transmitting network is not affected by high traffic or by adding more nodes, as only the nodes having tokens can traasmit da

2. Cheap to istall and expand

Disadvantages of Ring Topology

1. Troubleshooting is difficult in ring topology.
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2. Adding or deleting the computers disturbs the network activity.

3. Failure of one computer disturbs the whole network.

*Features of Star Topology

1. Every node has iswn dedicated connection to the hub.

2. Hub acts as a repeater for data flow.

3. Can be used with twisted pair, Optical Fibre or coaxial cable.

Advantages of Star Topology

Fast performance with few nodes and low network traffic.

Hub can be upgraded easily.

Easyto troubleshoot.

Easy to setup and modify.

Only that node is affected which has failed, rest of the nodes can work smoothly.
Disadvantages of Star Topology

1. Cost of installation is high.

2. Expensive to use.

3. If the hub fails then the whole network is stoppbdcause all the nodes depend on the hub.
T

aprpLODdE

. Performance is based on the hub that is it depends on its capacity
ypes of Mesh Topology

1. Partial Mesh Topology In this topology some of the systems are connected in the same fashion as mesh topology but some

devices are only connected to two or three devices.

2. Full Mesh Topology Each and every nodes or devices are connected to each other.

Features of Mesh Topology

1. Fully connected.

2. Robust.

3. Not flexible.

Advantages of Mesh Topology

1. Each connection can carry its pwata load.

2. ltis robust.

3. Faultis diagnosed easily.

4. Provides security and privacy.

Disadvantages of Mesh Topology

1. Installation and configuration is difficult.

2. Cabling cost is more.

3. Bulk wiring is required.

*Features of Tree Topology

1. Ideal if workstationsre located in groups.

2. Used in Wide Area Network.

Advantages of Tree Topology

1. Extension of bus and star topologies.

2. Expansion of nodes is possible and easy.

3. Easily managed and maintained.

4. Error detection is easily done.

Disadvantages of Tree Topology

1. Heavly cabled.

2. Costly.

3. If more nodes are added maintenance is difficult.

Central hub fails, network fails.

*Features of Hybrid Topology

1. Itis a combination of two or topologies

2. Inherits the advantages and disadvantages of the topologies included

Advantages oHybrid Topology

1. Reliable as Error detecting and trouble shooting is easy.

2. Effective.
3. Scalable as size can be increased easily.
4. Flexible.

Disadvantages of Hybrid Topology
1. Complex in design.
2. Costly.
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6. Why are the network software defined with distinct laystacked on top of one another? What are the
factors to be considered when designing these layers?
7. Why do we need RAID in the computer network? Define and discuss the differences between RAID 0, RAIL
and RAID 5.
8. What is X.25? Explain the format of X.2&let in detail.
9. What are types of twisted pair cable?
This cable is the most commonly used and is cheaper than others. It is lightweight, cheap, can be installed easily, and they
support many different types of network. Some important points :
1 Its frequency range is 0 to 3.5 kHz.
1 Typical attenuation is 0.2 dB/Km @ 1kHz.
1 Typical delay is 50 ps/km.
1 Repeater spacing is 2km.
Twisted Pair is of two types :
1 Unshielded Twisted Pair (UTP)
1 Shielded Twisted Pair (STP)

UnShiskied Ticl Pak Cabl \ Sviekéed TwstzeFar Catie -

UTP cables consist of 2 or 4 pairs of tedscable. Cable with 2 pair ug3J11 connector and 4 pair cable u8d45 connector.

10. Why network software should be in hierarchical form? Explain in detail about OSI layer.
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